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REGULATORY INFORMATION
FEDERAL COMMUNICATION COMMISSION NOTICE

FCC Identifier: QO4-AVIFX500BDE / QO4-AVIFX250BDE

USE CONDITIONS:

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two Conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that
may cause undesired operation.

NOTE:

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installa-
tion. This equipment generates uses and can radiate radio frequency energy and,
if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that inter-
ference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encour-
aged to try to correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

IMPORTANT NOTE: EXPOSURE TO RADIO FREQUENCY RADIATION

This Device complies with FCC & IC radiation exposure limits set forth for an un-
controlled environment. The Antenna used for this transmitter must be installed to
provide a separation distance of at least 100cm from all persons and must not be
co-located or operating in conjunction with any other antenna or transmitter.

FCC CAUTION:

Any Changes or modifications not expressly approved by the manufacturer could
void the user's authority, which is granted by FCC, to operate this satellite Fleet-
Broadband System FB250 / FB500.




INDUSTRY CANADA STATEMENT:

IC: 5023B-AVIFX500BDE / IC: 5023B-AVIFX250BDE

This device complies with Radio standard specification RSS -170 of Industry Can-
ada Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that
may cause undesired operation.

IMPORTANT NOTE: Radiation Exposure Statement

This equipment complies with IC radiation exposure limits set forth for an uncon-
trolled environment. This antenna used for this transmitter must be installed to
provide a separation distance of at least 100cm from all persons and must not be
co-located or operating in conjunction with any other antenna or transmitter.

EC Declaration of Conformity:

Intellian Technologies, Inc., 348-5 Chungho-ri, Jinwi-myeon, Pyeongtaek-Si,
Gyeonggi-do, Korea 451- 862 declares

under our sole responsibility that the accessory Product, brand name as Intellian
and models:

FB250 / FB500 FleetBroadband satellite communication system, to which this
declaration relates, is in conformity with the following standards and/or other nor-
mative documents:

RoHS2 Directive 2011/65/EU

ETSI EN 301 444, ETSI EN 301 489-1, -17,-19 & -20, ETSI EN 300 328 IEC 60945
/ EN 60945,

IEC 60950-1 AND EN 60950-1, ITU-R M.1480

We hereby declare that all essential radio test suite have been carried out and
that the above named product is in conformity to all the essential requirements of
Directive 1999/5/EC.

The Conformity Assessment procedure referred to Article 10 and detailed in An-
nex [lll] or [IV] of Directive 1999/5/EC has been followed with involvement of the
following notified body (ies):

TIMCO ENGINEERING Inc., P.O BOX 370, NEWBERRY, FLORIDA 32669. Iden-
tification mark: 1177 (Notified Body number)
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1. INTRODUCTION

The Intellian FB250 / FB500 User Equipment is a dedicated compact solution
specifically designed to meet the FleetBroadband ( FBB ) services for the maritime
environment providing seamless ocean coverage from 76° North to 76° South.
FBB is the marine version of the highly successful BGAN (Broadband Global Area
Network) from Inmarsat.

Through a maritime BGAN antenna, it provides constant, simultaneous access to
voice and high-speed data in a compact solution. Allowing you to run online oper-
ation systems, and still having access to email, intranet and voice calls - achieving
greater operational efficiencies and significantly reducing the cost of both busi-
ness and crew communications.

ntellian = Intellian =2

Intellian &2

[ Note: Radome dimension can be vary by different matching dome option. }

1.1 Range of Service

e Email and webmail

e  Secure communications

e Intranet and internet access

e SMS and instant messaging Videoconferencing and streaming
Phoneand fax services

e Large file transfers




1.2 Features

The FB250/500 offers the following features

Service FB250 FB500
Coverage Voice, fax and data are available globally except for the extreme polar regions

Voice 4kbps AMBE + 2 4kbps AMBE + 2

3.1KHz Audio (above 20° elevation) 3.1KHz Audio (above 5° elevation)
Fax Group 3 fax via 3.1KHz Audio Group 3 fax via 3.1KHz Audio.
(above 20° elevation) (above 5° elevation)

SMS Standard 3G (up to 160 characters) per SMS. Maximum of 4 chained SMS.

Data Standard IP : Up to 284 kbps Standard IP : Up to 432 kbps
Streaming IP : 8, 16, 32, 64,128 kbps Streaming IP : 8, 16, 32, 64, 128, 256 kbps

The UE has built-in Web Console, allowing you to manage your phone book, mes-
sages and calls, and customize the terminal to your specific needs.

1.3 Interfaces
The FB250/500 UE has the following connecting interfaces:

e +12V/ 24V DC Power Input Connector

e Antenna Connector (ADU : N-Type, BDU : N-Type)
e SIM Card Slot for FBB SIM card

e Dedicated Primary Handset port

e |/O Port

e  GPS Output Port

The number of RJ45 Ethernet ports and RJ11 ports for the BDUs of the FB250
and FB500 is illustrated below:

RJ45 Ethernet Ports for PC and router 4 LAN Ports (including 2 PoE)
RJ11 Phone Yes
RJ11 Fax Yes
Built-in WiFi Yes
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2. OVERVIEW OF THE FLEETBROADBAND

BGAN Services

The Broadband Global Area Network (BGAN) is a global Satellite Internet Network
using portable terminals. The terminals are usually connected to a laptop comput-
er to access broadband Internet in remote locations, where a line-of-sight to the
satellite exists. The user can make phone calls, access the Internet, check e-mail,
download files, or perform any other Internet activity using the terminals. The
network is provided by Inmarsat and uses three geostationary satellites called I-4
to provide almost global coverage.

The map below shows the three |-4 satellite coverage regions.

T T T T T T T T T T T T T
180" 160° 140° 120° 100 80° 60" 400 20 0 0° 400 60° 80" 100° 120° 140° 160°

-4 Americas W7 -4 EMEA W -4 Asia-Pacifc

This map depicts Inmarsat’s expectations of coverage, but does not represent a guarantee of service.
The availability of service at the edge of coverage areas fluctuates depending on various conditions.

Note: The above map depicts Inmarsat’s expectations of coverage, but does not
represent a guarantee of service. The availability of service at the edge of coverage
areas fluctuates depending on various conditions.




3. MAIN UNITS

The FB250/500 FleetBroadband system include the following main units:

FB250

e FB250 FleetBroadband BDU
e FB250 FleetBroadband ADU
¢ Primary Handset

FB500

e FB500 FleetBroadband BDU
e FB500 FleetBroadband ADU
e Primary Handset

3.1 Above Deck Unit (ADU), the antenna unit

The FB series ADU is Maritime FleetBroadband 3-axis controlled antenna. The
antenna is self-tracking based on patented beam squint technology. The simple
and robust electromechanical system, with one motor per free axis, provides full
coverage in azimuth and elevation. Tracking is accomplished by measuring signals
being continuously broadcast from the satellite.

The radome covers the antenna equipments, which is composed of:

e Antenna Unit (N-Type)
e RF and GPS circuit

e Rotary joint

e Antenna pedestal

The antenna unit includes LNA (low noise amplifier), HPA (high power amplifier)
and tracking receiver circuitry to ensure communication even in adverse circum-
stances.

Intellian E2

Intellian G

All signals (and DC power) shall pass through a single coaxial antenna cable,
which connects the ADU to the BDU.

11
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3.2 Below Deck Unit (BDU)

The BDU has been developed for maximum flexibility and is the controlling unit for
the FBB UE. It features a reliable industry standard interfacing field and enables
users to have optimal connectivity no matter what the conditions or your position
at sea.

p——

FleetBroadband

The BDU has a built-in Web Console, which can be accessed from a computer
connected to the BDU, using an Internet browser. The Web Console provides easy
configuration of the BDU, firmware upgrade and daily use. For more information,
see Chapter 8, using the Web Console.

The BDU is supplied by a +12V or +24V DC power supply, and it supplies power
to the ADU via a single RF/coaxial antenna cable.




Status LEDs

There are 3 Status LEDs to indicate the operational status of the BDU at one
glance.
Each LED is assigned to the following function:

e BDU Terminal Status

e ADU Status
e Registered to Network Status

SIM Card Slot

The BDU has a SIM (Subscriber Identity Module) card slot located at the connec-
tor panel behind a small cover plate. The UE requires a dedicated FBB SIM card
to access the FBB network and configure the settings of the UE.

13
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Front panel

The following diagram shows the front panel of the BDU.

O N OBk~ WN =

. Resettable Circuit Breaker

. Grounding Stud

. Power Switch

. DC Power Connector

. Antenna (N-Type) Connector
. SIM Card Slot

. PoE Ports (RJ45)

. Fax Port (RJ11)

9.

Phone Port (RJ11)

10. GPS Output Port

11. LAN Ports (RJ45)

12. Primary Handset Port
13. GPIO Port

14. WiFi Connector




3.3 Primary Handset

FleetBroadband

B

EREEES
S X
e & X
B @ %

Contacts Menu

The wired Primary Handset has a colour LCD and keypad for making and receiv-
ing voice calls and sending SMS using an interface similar with a mobile phone.
It can serve as a remote access for user to access various BDU functions. The

Primary Handset connector is plugged into the BDU primary handset port and it is
powered directly from the BDU.

15
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4. INSTALLATION
4.1. USER EQUIPMENT LISTS

FB250 Complete Standard Package
Description
e FB250 Terminal

FB500 Complete Standard Package
Description
e FB500 Terminal

FB250 / FB500 Standard Accessories
Description

e FB500 FleetBroadband Primary Handset
e FB250 FleetBroadband Primary Handset
e Ethernet Cable (1.5m)

e Telephone Cord (1.8m)

e Handset Wall Mount Cradle

e Power Cable (3m)

e GPIO Cable 8-pin (1m)

e | MR400 Antenna Coaxial Cable (30m)

FB250 / FB500 Installation Kit
Description

FB250 Standard

e Hex. Bolt x 5 (M6x35L)

e Hex. Bolt x 5 (M6x50L)

e Spring Washer x 5 (M6)

e Flat Washer x 5 (M6)

e Nut x 5 (M6)

FB250 with Intellian i4 Matching Dome
e Hex. Bolt x 5 (M8x35L)

e Spring Washer x 5 (M8)

e Flat Washer x 5 (M8)

FB500

e Hex. Bolt x 5 (M8x50L)
e Spring Washer x 5 (M8)
e Flat Washer x 5 (M8)

Coaxial Cable Type I?:;ZU:J::? Attenuation (dB/m) CZ‘:)T:T;Z:I? ?:1)
LMR 240 33.6 0.336 25m
LMR 400 17.5 0.175 50m
LMR 600 11.3 0.113 85m




4.1 Installation of ADU

Planning the Installation

Install the antenna in accordance with the following procedures to ensure maxi-
mum performance of the antenna. The antenna should

be installed in a place where it has an all-around clear view of the horizon. Please
be sure there are no obstacles within 15 degrees above the antenna. Any obsta-
cles can prevent the antenna from tracking the satellite signal (Refer to the draw-
ing on the right).

Do not install the antenna near by the radar especially on the same plane as their
energy levels may overload the antenna front-end circuits. It is recommended to
position the antenna at least 4 feet (1.2m) above or below the level of the radar
and minimum of 15 feet (6m) away from the high power short wave radars.

The mounting platform should be rigid enough and not subjected to excessive
vibration. The movement of the antenna can be minimized

by installing at the center of the vessel. For optimal performance of the antenna, it
is not recommended to install at any corner of the vessel, where the movement of
the vessel is the greatest. Install the bottom

of the antenna parallel to the surface of the sea and fix tightly to the structure of
the vessel. When setting the antenna down, be careful not to damage the RF con-
nector. Striking the connectors on the bottom directly will damage the connector.

19
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Installation and Mounting of Antenna

The method of installation and mounting of antenna may vary due to vessel de-
sign but the following procedures are applicable in most situations, and will result
in a secure and effective installation.

Confirmation of Size Prior to Installation

e Check the height and diameter of the bottom surface of the antenna before
installing.

e The space must be sufficient for installing the antenna unit considering the
height and diameter of the antenna.

¢ The height and the diameter of the bottom surface of the antenna are

as shown in the following drawing. If possible, install the antenna using a power

tower.
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233.1cm(13”) @37 cm (14.77)
Radome Dimension of Radome Dimension of FB250 Radome Dimension of FB250
FB250 Standard with Intellian i2 matching dome  with Intellian i3 matching dome
~ )
™ &
Q £
£ Y
o ~
<
L Ll T I

@50 cm (19.77)
70 cm (27.5”)
Radome Dimension of FB250 with Radome Dimension of
Intellian i4 matching dome FB500 Standard
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Mark of the Antenna Mounting Position
Referring to the mounting template, mark where antenna will be mounted on
board (it must be a flat surface) or on a separate power tower

Note: If a power tower is not suitable to mount the antenna, separate cable shock and
waterproofing measures must be taken to protect the RF connector from being exposed
to the sea water and external shocks. An exposed cable may cause electric shock and
cause serious damage to the equipment.

144.25

Mounting Position of FB250 Standard and Mounting Position of FB250 with
FB250 with Intellian i2 Matching Dome Intellian i3 Matching Dome

228.60
303.7

303.7

Mounting Position of FB250 with Mounting Position of
Intellian i4 Matching Dome FB500 Standard

21
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Connection of the Cable

Remove the rubber cap from RF connector. Connect the RF cable to the RF
connector under the base plate through the access hole. Be careful not to over
tighten, as you may damage the connector.

FB250 Cable Connection
for Intellian i4 Matching Dome

FB500 Standard Cable Connection

Note: Do not tighten excessively when using the spanner, this will damage the threads.
Be careful that the connectors do not touch the mounting surface of the antenna, this
might cause a critical malfunction and serious damage to the equipment.

22



Mounting the Antenna

Attach the antenna to the post by using the hex head bolts, spring washers and
flat washers, and nut supplied.

Spring Washer and
Hex Head Bolt Nut
Flat Washer
FB250 M6 x 35L M6 M6
FB500 M8 x 50L M8

10mm Spanner l
H M6 Hex. Bolt

\ M6 Flat Washer

4
1
< Radome Base Radome Base
Deck

Deck M8 Flat Washer

e M6 Flat Washer

M8 Spring Washer
e M6 Spring Washer

M8 Hex. Bolt
@ M6 Hex. Nut
10mm Spanner ﬂ 13mm Spanner
FB250 FB500

Note: For FB250 with Intelian i4 system, use the hex head bolts (M8x35L), M8 Spring
washers and M8 flat washers supplied. In this case, it is recommended to use a 13mm
Spanner. For FB500, apply the Loctite 263 on four M8 Hex Bolts as shown in the picture
below before starting the mounting procedures.

15~20mm
Apply the Loctite 263 for the area.

M8 Hex Head Bolts

After completely applying Loctite 263 to all four Bolt thread, mount or remount the
FB500 Radome.

23
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4.2 Installation of BDU

The BDU box is unpacked and the following items should be checked whether
they are present:

e BDU

1 meter Wired Primary Handset with cradle

1.5 meters Ethernet Cable

1.8 meters Telephone Cord

1.8 meters DC Power Cable

1 meter GPIO (General Purpose Input / Output) cable

The following important notes are to be followed for the selection of a location
before installing the BDU:

e The unit is not water proof and it has to be kept away from water splash.
e The ambient temperature and humidity in the selected location must
the requirements given in the unit’s specification.

24



Ambient Temperature -25°C to +55°C

Relative Humidity Up to 95% at +40°C

The BDU can be installed on a desktop, bulkhead, top ceiling or under captain’s
console.

The procedure of the installing the BDU is simple as follow:
¢ Place the BDU on the desired installation area.
¢ Look for the holes of the BDU’s mounting brackets.

@) DT
o[ ——pUDE,

¢ Fix the holes of mounting brackets with four M4x12mm self-tapping or
machined screws so that the BDU is being secured.

25
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4.3 Installation of Primary Handset

The primary handset is provided with cradle. It can be mounted on a desktop,

bulkhead, top ceiling or under captain’s console as similar as the BDU.

The primary handset is to be separated from its cradle so that the cradle can be

fixed with the M5 x 12mm self-tapping screws.

The procedure of the installing the cradle is simple as follow:

1. Separate the handset from the cradle and remove the plastic cover of the
cradle.

. Position the the cradle on the mounting areas.

. Fix the cradle with M5 x 12mm self-tapping screws, which are supplied.

. Reattach the plastic cover onto the cradle.

. Secure the handset onto the cradle.

a B~ WN

Plastic Cover
M5 x 12mm Screw

Cradle

Handset (| |
Wl (e

¢

~
Ll
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5. CONNECTIONS

Below is the interconnection diagram of FB UE with the cables.

NerdumINE,

¥
drvrrrarsat

Bolt to _T
vessel’s hull Primary
Handset
12V/24V DC 3m DC Power Cable
Vessel’s power
distributor 1m Handset Cable I
Gomputer g -5 Etteet LN (Category 5Cable 1.8m Telephone Cable
b
G3 Fax
Machine
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5.1 BDU’s Outputs Connection
The additional information of the output ports of GPS and GPIO.

GPS Output RJ11 (Offset) Connector
The BDU has a The Transceiver Unit has a GPS output RJ11 (Offset) connector for
outputting the GPS data in NMEAQ0183 format.

¥
iy arsal

e

Navigation

Equipment
GPS OUT
GPS Output Pinout RS232 Pinout
Pin No. Signal Pin No. Signal
Pin 5 X Pin 2 RX
Pin 2 RX Pin 3 X

Pin 3 GND Pin 5 GND

28



GPIO Output

The BDU has a dedicated circular connector to provide GPIO (General Purpose
Input/Output) interface to the external devices.

[
irverrarsat

o

GPIO Output
GPIO Port Pin Signal Name Dsecription of Signal Color Code
GPIO-1 RES_1 Reserve line 1 Black
GPIO-2 GND Ground line Brown
GPIO-3 LED_ENABLE To enable LED ON Red
GPIO-4 REM_ON_OFF Remote ON / OFF Orange
GPIO-5 BUZZER Buzzer Yellow
GPIO-6 GND Ground line Green
GPIO-7 TX_OFF To turn off Transmitter off Blue
GPIO-8 +5V_DC +5V DC Output with up to 100mA Purple

All wires for the GPIO connector shall use AWG 24 unscreened wire type.

I/0 Connector Pinout

29
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Grounding Stud

The BDU has a grounding stud with a locking screw for the earth cable (with its
colors of green and yellow) with its UE lug. It is recommended to include spring
washers to secure the UE lug to the grounding stud.

30
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6. GETTING STARTED

6.1 System Configuration

IntellianE=

Above Deck Unit

(To be installed in an exposed area)
Below Deck Unit

(To be installed in an protected area)

+12V/ 24V DC

Primary Handset

AC/DC Power

H ]
! ]
SupplyUnit  [~7777777777 1 Non-SOLAS '
! (CS Safety)Voice '
: D PoE (2x) Distress Console :
1 LAN(2x) '
1
1
Navigation ___GPS O/F NMIEAOTSS) : pemnonees :
Equipment ! : \  Router 1
1
1
1
1
1

' 1
External Devices I/0 Interface D R 24 ' '
(Externalalarm) ~~ """ TTTTTTTTTT OO T T OO C: ! System ;

Solid line refers to the basic configuration.

32



6.2 Preparation for Operation

Install the SIM card.

The system requires a SIM card to access the Inmarsat’s FleetBroadband network
and configure the settings of the BDU. Please refer to your Airtime Service

Provider for more information.

1. Tilt up the SIM card slot rubber cover.

Note: Make sure the BDU is switched off
before inserting or removing the SIM card.

2. Position the SIM card with its gold- con-
tacts facing down. (There is a symbol of
SIM Card with its arrow on the front panel
to ensure the correct orientation of the SIM
Card when it is being inserted. )

3. Push the SIM card gently until it clicks

and is locked in place.

4. Tilt down the SIM card cover to its
original position.

ANTENNA

n = D

3
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Connecting Primary Handset
The Primary Handset is powered from the BDU through the Primary Handset Port.

1. Plug in the Primary Handset connector

into the Handset port on the BDU front
panel. Make sure the key of the handset
is aligned to the red mark of the handset
port.

Connecting the Wi-Fi Antenna
The Primary Handset is powered from the BDU through the Primary Handset Port.

1. Connect the Wi-Fi antenna to the
Wi-Fi’s connector on the BDU front
panel.

Rotate the connector in the clockwise
direction until it is secured.

é)

=)

=

)
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Powering Up the System

1. Use the ON/OFF switch on the BDU’s

front panel.

2. Wait for all LED indicators to turn
green to indicate the system is com-
pletely power up. Refer the table below
for meaning of the status indicators.

LED Name Status Meaning
Steady Amber BDU is powering up.
Steady Green BDU has powered up succesfully.
TERMINAL
Steady Red BDU detects failure.

Blinking Amber

Switching OFF BDU.

Steady Amber ADU is powering up.
Steady Red ADU is not OK/Error
ANTENNA Blinking Amber ADU is calibrating

Blinking Green

System performs satellite search

Steady Green

ADU has locked on to the satellite.

Steady Amber Attempting network registration
Steady Red Network failure/Error
REGISTERED Blinking Amber Ready for voice only

Blinking Green

Ready for packet data only.

Steady Green

Ready for all. (Voice and Data)




FB250/500 User Manual

Entering your SIM PIN
When you acquire the SIM card from the Airtime Service Provider, a PIN (Personal
Identification Number: 4 to 8 digits) is provided together with it.

( Note: You will need to enter the PIN at start-up if the FBB BDU has been powered down.)

Follow these steps to enter the SIM PIN:

Using the keypad on the Primary Handset, enter the SIM PIN.
Press Left Selection key* to confirm the SIM PIN.

Note: You are required to use the PUK code to unlock the SIM card and to reset your
PIN code if more than three (3) incorrect attempts were used to enter the PIN code.

36



7. USING THE PRIMARY HANDSET

7.1 The Primary Handset

The Primary Handset is connected to the FBB UE using the dedicated HANDSET
port and is powered directly from the BDU. Equipped with a large 2’, 65K CSTN,
220 Liquid Crystal Display (LCD), Primary Handset not only acts as a standard
phone that allows you to make/ receive voice calls, it also serves as a remote
access UE (User Equipment) for you to access various configurations supported
by the BDU.

Primary Handset offers the following features:

e Making standard CS voice calls
e Making standard/streaming PS background data connections
* Messaging (SMS)
e User contacts (combined SIM and BDU storage)
e Speed dial
e Calllogs
e Managing BDU security settings
e Accessing BDU settings that includes:
o Ethernet
o Ciphering control
o Satellite selection
o Supplementary services o Transceiver restart
o Limited factory reset
e Displaying various BDU status and information
¢ |ocal handset configurations

FleetBroadband
s KX

'8, APAC

sseses
9 x4y
e & X

[ ]
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7.2 Powering Up the Primary Handset

The Primary Handset is automatically powered up once it is connected to the
dedicated HANDSET port.

Depending on the conditions of the BDU, the Primary Handset may start in the
following modes:

Full functioning mode

In full functioning mode, there is no PIN authentication required to start using the
FBB system. All BDU settings including contacts, messages and call logs are
loaded into local memory of the Primary Handset once the BDU is configured.
You will be able to access all the menus and making voice or data calls once the
Primary Handset is ready.

PIN mode
User is required to enter the correct PIN/password before proceeding to Full func-
tioning mode, Refer

to Security settings menu for more information on the types of security PIN in the
BDU.

To enter the PIN:
1. Key in the PIN of the security key using the alpha-numeric keypad.
2. Press OK key* to confirm.
To cancel PIN entering:
1. Press the Right selection key*.
2. Confirm to start in Emergency only mode by pressing the OK key*.

Emergency only mode

PIN authentication is bypassed (i.e. when you have forgotten the required PIN).
You can only make emergency calls or access local Phone manager menu in this
mode.

38



7.3 Primary Handset

FleetBroadband

©

NN P
NOE

=)

. Earpiece

. Display

. Ear-set Jack

. OK Key

. 4-Way Navigation Ring
. Left Selection Key

. Right Selection Key

. Call/Answer Key

9. Call/Menu End Key
10. Keypad (Alpha-numeric)
11. Mode Key

12. Clear Key

13. Microphone

14. Service Port

15. Ringer*

0 N Ok~ WD =
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1 |] 2ahc [I 3de|
4o |54 | 6m
T rars “ 8w [I Qunyz
*, |] 0|_| [l #v
MODE C
==

o of
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*The ringer is located at the back of the Primary Handset.
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Keypad - Description and Functions

Keys

Description / Functions

4-way navigation ring*

Press the 4-way navigation ring to scroll left, right, up, and down on the
display. Enables scrolling through names, phone numbers, menus or
settings.

OK

OK key*
Pressing this key selects/confirms the function highlighted on the
display.

Left selection key*
The function of this key depends on the guiding text shown on the
display above the key.

Right selection key*
The function of this key depends on the guiding text shown on the
display above the key.

S

Call/Answer key*

After entering a phone number: Initiates a call to the number. From Main
Display screen: Opens a list of dialed calls

When Ringing: Answers the incoming call.

%

Call/Menu End key*
Press this key to end active calls or exits from any menus or sub
menus.

1 ' 2abc ' 3 def
4 ghl’ I 5 ikl l 6 mno
s l 8w ' Qwxyz

o caaas o
*+|0u'#.¢

Keypad*

Used to enter numbers and characters. Press 0 to add a space when
writing text.

The functions available depend on whether you are typing a phone
number (hnumber mode) or text (text mode).

Star key*

When entering a phone number, press this key to insert a *. Press and
hold this key to insert a +.When writing text, press this key to access a
list of special symbols.

#4

Hash key*

When entering a phone number, press this key to insert a #.

To quickly change the text input method when writing text, press this
key repeatedly and check the indicator at the top of the display.

In standby mode, press and hold this key to set the Primary Handset
into silent mode.

MODE

Mode key*

Unplug the handset from BDU, press and hold this key when handset
unplugged and plug in the Handset. Handset power up in Firmware
Upgrade Mode.

Clear Key*
Press key once to clear one character at a time or press and hold this
key to clear the whole text entry.
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The Main Display Screen

o1
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FB 500

Contacts Menu o

1. BDU Status Indicator line
The indicator line shows status symbol informing you about the
operating conditions of the BDU.

2. Satellite
The indicator line shows status symbol informing you about the satellite
service.

3. Handset Status Indicator line
The indicator line shows status symbols informing you about the
operating conditions of the Primary Handset.

4. Selection Key line
The Selection key line operates using the Left or Right selection
keys* with the OK Key* to access menus and controls.
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Primary Handset Status Indicators

Table below explains the meaning of each status indicator displayed
in the Main Display screen.

Status Indicator Description

New short message (SMS) in inbox.

Available CS domain services.

@ & X

Available PS domain services.

Data connection is inactive. (Available in Manage profiles sub menu only)

Data connection is active.

Ciphering is enabled.

Radio silent is enabled.

S Y

Primary Handset keypad lock is active.

Primary Handset connected to BDU.

E x Primary Handset disconnected from BDU.

‘ ’APAc The terminal has locked on to Inmarsat satellite “I-4 Asia Pacific”.

‘ ’EMEA The terminal has locked on to Inmarsat satellite “I-4 EMEA”.

‘ ’AM ER The terminal has locked on to Inmarsat satellite “I-4 Americas”.

NSI |€ﬂt Primary Handset in silent mode.

Telephony CS port is engaged.

. ' ' ' | Signal strength.
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Primary Handset Operations

Making a Voice Call
Before making a voice call, please make sure that:
- The Primary Handset is connected to the BDU.

(¥]" Status indicator should be on.)
- The Primary Handset is NOT radio silent. ( 2 Status indicator should be off.)
- The BDU has successfully registered with the network and ready for CS do-
main (voice) services. ( @\ Status indicator should be on.)

You can use the following two options for making a call:
e Manual Dial:
1. Using the alphanumeric keypad, dial 00 <country code>
<phone number>.
2. Press Call/Answer key*.

S

e Using Contacts or Call Log list from the Primary Handset:

- Enter the Contacts list of the Primary Handset; scroll to the desired
number and press Call/Answer key*, or

- Enter the Log list of the Primary Handset; scroll to the desired number
and press Call/Answer key*.

Note: For voice calls and SMS, you may also use ‘+’ by pressing and holding the * , key
instead of “00” at the beginning of dialled number string as an alternative ( + <country
code> <phone number>).

To End a Call
1. Press Call/Menu End key*

%

Receiving a call
When there is an incoming call, the Primary Handset will,
¢ Ring.
¢ The calling party’s number will be displayed on the screen.
If the number is stored in the contacts, the corresponding name of
contact will be displayed.

To answer an incoming call, press the Call/Answer key*
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Adjusting volume during a call
Use the 4-way navigation ring 4-way navigation ring* to adjust the volume.

Press ‘up’ key to increase the volume.

OK

Press ‘down’ key to decrease the volume.
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Using the Menus

You can access the Menu System by pressing the Right selection key* in the
Main Display screen.

The main menu of the Primary Handset includes nine (9) menu options with each
menu option having their respective sub-menus.

You can use the 4-way navigation 4-way navigation ring* to navigate to the
desired menu option and press OK Key* to confirm your selection. You can also
end the menu or sub menus and return to the Main Display screen at any time by
pressing the Call/Menu End Key*.

Table below summarizes the functionalities within each menu option:

Status Indicator Description

Contacts
This menu manages your user contacts.

Log
This menu allows you to view call histories.

Telephony
This menu configures settings related to CS voice telephony
services.

e =la>

Data
This menu configures settings or connections related to PS data
services.

AN
&

)

Messaging
This is menu is for SMS related services.

4

Settings
This menu configures general BDU settings.

Transceiver
This menu displays general BDU information.

3 R

Security settings
This menu configures security settings related to the BDU.

Phone manager
This menu configures local handset settings.
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Contacts Menu

The Contacts menu allows you to store, retrieve and update
names and phone numbers of your contacts in the Primary
Handset memory and in the SIM card memory. You can also
access this menu by pressing Left selection key* in Main
Display screen. This menu lists all the contacts saved in both
the BDU and SIM card memory where.

o & My contact1
e K FMy contact2

@ Indicates contacts that are saved in BDU and
@ Indicates contacts that are saved in SIM card.

The following options are available when pressing the Left selection key* while
browsing through the contacts:

e New contact
Add new contact to the memory. To add contact:
1. Select New contact.
2. Select where you want to store the contact (BDU or SIM).
3. Enter the name for the contact.
Note: Press Star key* to browse for symbols.

4. Enter the number for the contact.
Note: Stored number can be in any one of the following formats:
¢ ‘+’ <country code> <phone number>
¢ 00 <country code> <phone number>
Press Star key* to insert ‘+’ sign.
Saving of contact without number is not allowed.

5. Select Save (Left selection key*) or pressing the OK key* to save
the contact to the selected memory.
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Note: Refer to “Tips for writing the text” section under New message for more
information on text writing.

e Search : Select this to enter a specific name to search within the
contact list.
¢ Delete : Delete selected contact.

( Note: You can also delete the selected contact by pressing the Clear key*. )

e Copy : Select this to copy the selected contact from SIM card
memory to BDU memory or vice versa.

¢ View number : Display the number of the selected contact.

e Assign Speed Dial : Add the selected contact to the speed dial list.

¢ Reload Contacts : Select this to reload contacts from the BDU/SIM
card into the local memory of the Primary Handset.

e Memory Status : Select this to view the memory status of the
contacts.

While browsing through the contact list, press the OK key* to view the phone
name and number or the selected contact. The following options are available
when pressing the Left selection key* while viewing the selected contact:

e (Call : Make a voice call to this contact.

¢ Send message : Open a SMS editor to send a text message to this
contact.

e Edit contact : Edit information of this contact.

¢ Delete : Delete this contact.

e Copy : Select this to copy this contact from SIM card memory to BDU
memory or vice versa.

¢ Forward contact : Forward information of this contact using SMS.

e Assign Speed Dial : Add this contact to the speed dial list.

Note: You can also make a voice call to the selected contact when browsing through or
viewing the contacts by pressing the Call/Answer key*.
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Log Menu

The Log menu allows you to view historical information
! Missed calls about phone calls and data usage in chronological order
: Received calls with the following sub menus:

% Dialled calls
5 Clear call lists

@ call/Data Usage

© Missed calls
©® Received calls
© Dialled calls

Call history of the particular category is displayed in chronological order when
selected. Up to 5 latest entries of each category can be saved.

The following options are available when pressing the Left selection key* while
browsing through or viewing the call log:

¢ Delete
Delete the selected log entry from the list.
Note: You can also delete the entry by pressing the Clear key*.
e Call
Call the number in the selected log entry.
e Send
Send an SMS to the number in the selected log entry.
e Save
Save the number from the selected log entry to the contact list.

Note: This option is not available when the log entry already has an entry in the
contact list.

Note: You can also make a voice call to the number of the selected log entry when
browsing through or viewing the call log by pressing the Call/Answer key*.

Clear call lists
Select this to clear the call log entries. Available log options are:
Missed calls
¢ Received calls
¢ Dialled calls
e All calls
Delete all logs including Missed, Received and Dialled logs.

Call/Data usage

Display the accumulated call and data duration. Press Left selection key* to clear

the call or data duration.
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Telephony Menu

Telephony The Telephony menu allows you to configure telephony related
2Pt Settirgs settings with the following sub menus:

% Speed Dial

Port Settings

Primary Handset
Contain options for incoming and outgoing call types.
Select this to configure the call type settings. The following options
are available when pressing the Left selection key* while browsing
through the list:

- Standard

- NONE

Phone Port
Contain options for incoming and outgoing call types.
Select this to configure the call type settings. The following options are
available when pressing the Left selection key* while browsing
through the list:
- Standard
- High quality [ Note: only applicable if fax is purchased ]
- BOTH (only for incoming) [ Note: only applicable if purchase fax]
- NONE

Fax (OPT) Port
Contain options for incoming and outgoing call types.
Select this to configure the Fax type settings.
The following options are available when pressing the Left selection
key* while browsing through the list:
- High quality [ Note: only applicable if purchase fax]
- NONE
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Speed dial

e Setting
Contain options to enable/disable the speed dial feature
e Speed Dial List
Select this to configure the speed dial list. The following options are
available when pressing the
Left selection key* while browsing through the list:
e Assign
Assign a contact to the selected entry. To assign a contact:
1. Select Speed Dial List.
2. Browse through the list to locate an empty entry.
3. Select Options by pressing Left selection key*.
4. Select Assign and press OK key* from the option.
5. Select the desired contact to assign to the speed dial list.
6. Press OK key* to confirm your selection.
e Delete
Remove contact from the selected entry. This option is not available for
empty entry.

Note: You can also delete the entry by pressing the Clear key*.

e Call
Make call using the number from the selected entry.
This option is not available for empty entry.

Note: You can also make a voice call to the number of the selected entry by pressing
the Call/Answer key*.

You can make a voice call directly from the Main Display screen by pressing the
corresponding speed dial entry number + Call/Answer key* once the speed dial
feature is enabled with a valid contact entry.
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Data Menu

Data The Data menu provides the following sub menus to manage
and configure data connections (PDP profiles) for the BDU:

A Manage Profiles

@ status

Manage profiles
Allow you to manage the Primary and Secondary PDP profiles.

e Primary profiles
One Standard Primary PDP profile has been created in the Primary
profile list as a default profile. The profiles listed in the list are:
- Standard
- 32k Streaming
- 64k Streaming
-128k Streaming

You can press the Left selection key* for options available when browsing
through the profile list. The list of options is:

o Edit
Edit the selected profile.
o Delete
Delete the selected profile.
o Add
Add new profile into the list.
0 Reset table
Reset profile list. All profiles will be deleted and a default profile is created.
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Adding / Editing profiles
You can press the Left selection key* or OK key* from the option list to add new
or edit existing profile settings.

Profile name

Specify the name of the profile.

Connection type

Both Standard and Streaming connection types are supported.

APN

Specify information of the APN (Access Point Name). Further available
settings are:

APN: Specify the Access Point Name for the connection. Default APN
is according to SIM card. Enter your own APN if you do not want to
use the default APN from the SIM card.

Username: Specify the user name for Static IP configuration.
Default is blank for Dynamic IP configuration.

Password: Specify the password for Static IP configuration. Default is
blank for Dynamic IP configuration.

You can press the Left selection key* for the following options:
o Edit
Edit the selected APN setting
o Fetch from SIM
Fetch the APN from the SIM card. This option is only available
when APN is highlighted.

¢ [P configuration
Contain options for Static or Dynamic IP. Default is Dynamic
IP configuration.
¢ |P address
Specify the IP address for Static IP configuration.
This field is ignored for Dynamic IP configuration. Default is blank
for Dynamic IP configuration.

e Header comp.

Contain options to enable or disable header compression.
Default is Enabled.
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Note: For 32k, 64k and 128k Streaming profiles, there are three additional options when
selecting editing their settings. The additional options are:

e Desired rate
Choose the desired rate for the different profiles. Note that the default
setting for each profile is the profile chosen. For example, for 32k
Streaming, the default rate is 32k.
e  Minimum rate
Choose the minimum rate for the different profiles. Note that the de
fault setting for each profile is the profile chosen. For example, for 32k
Streaming, the default rate is 32k.
e Error correction
Contain options to enable or disable error correction.
Default is disabled.
e Secondary Profiles
The profiles listed in the list are:
- FTP
- Quick Link
- Quick Time Media
- Real Media
- Stream Box
- Win Media

Adding/Editing profiles

You can press the Left selection key* or OK key* from the option list to add new
or edit existing profile settings.

e Profile name
Specify the name of the profile.
e TFT
Choose desire type of connection.
e Desired rate
Choose the desired rate for the profile. Default settings for all
secondary profiles are set as 32K.
e  Minimum rate
Choose the minimum rate for the profile. Default settings for all
secondary profiles are set as 32K.
e Error correction
Contain options to enable or disable error correction.
Default is Disabled.
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Note: You will be prompted to save the changed settings before exiting the sub menu.
Press Left selection key* or OK key* to save the changes.

Icon @\ in the profile list indicates that the profile is not active and icon @\
indicates that the profile is currently active in use.

Status
Allow you to check the status of the data connection. You can also activate /
de-active a specific profile in the status display list.

Note: You will not be able to enter this sub menu if the BDU has not been registered for
PS data service.

The status list shows you the current active data connection. Depending on
whether there is an active connection, you can press the Left selection key* for
the following options:

e Activate Primary
This option is available when there is no active data connection.
Select this to choose from the profile list for activation.

e Deactivate
This option allows you to deactivate an active data connection.

To active a primary data connection when there is no active connection:

1. From the data status list, select Options using the Left selection key*.
2. Select Activate primary using Left selection key* or OK key*.
3. Select from a list of configured primary profile for activation.
Press Left selection key or OK key* to confirm.
4. You are prompted to confirm activation. Confirm activation by
selecting yes using the Left selection key or OK key*.

( Note: It may take a while to active a data connection. ]
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To de-activate a primary data connection when there is an active connection:

1. From the data status list, select Options using the Left selection key*.

2. Select Deactivate using Left selection key* or OK key*.

3. You are prompted to confirm de-activation. Confirm de-activation by
selecting Yes using the Left selection key* or OK key*.

Messaging Menu

Messaging The Messaging menu allows the user to write a new messag-
B New message es, view stored

B nbox messages from Inbox, Drafts and/or Sent folders and config-
ure settings related to SMS with the following sub menus:

@ New Message
Select this to create and send a new message. To create new message:

1. Select New Message by pressing the OK key*.
A SMS editor will be displayed on the Primary Handset screen for
writing new message.

2. Type in your SMS message using the alphanumeric keypad.

3. To send the message, press the OK key* and select Send.

4. Enter the recipient’s phone number, and press the OK key*.
Alternatively you can select Search by pressing the Left selection key*
to select the phone number from the contacts.

Options:
You can press the Left selection key* to select options available when writing the
message.

e Send
Select this when you are ready to send your message.
e Save

Select this to save the message into the draft folder.
e Clear screen
Select this to clear all the written text.
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Tips for writing the text:
e Press the 0 key to add a space.
e To quickly change the text input mode when writing text, press Hash
key* repeatedly and check the indicator at the top of the display:

0 <ABC>: Capital letters

0 <123>: Numbers

0 <abc>: Small letters

0 <Abc>: Initial Capital letter followed by small letters

e To add a number in alphabet mode, press and hold the desired number
key.

Inserting symbols to your message:
e To get a list of special symbols, press the Star key*.
¢ Using the 4-way navigation ring*, navigate to the desired symbol.
e Press Ok key* to confirm selection.

Clearing text:
e To clear text, press Clear key* once to clear one character at a time.

e To clear the whole text entry, press and hold Clear key* to clear the
whole text entry.

® Inbox
Contain new/opened text messages that you have received. When browsing

through the messages list using the 4-way navigation ring*,

Indicates an unread (new) message and

Indicates read (opened) text messages.

The following are available options when pressing the Left selection key* while
browsing through or viewing the messages in this folder:
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The following are available options when pressing the Left selection key* while

browsing through or viewing the messages in this folder:

e Open

Open selected message. You can also press OK key* while browsing

through or viewing the messages in this folder:

e Reply
Select this to reply to the selected message sender.
e Delete

Delete selected message.

{ Note:You can also delete the selected message by pressing the Clear key*.

e Forward
Forward this message to another recipient.
e C(Call
Make a voice call to the selected message sender.
e Save
Save the selected message into the Draft folder.
e Details

Display the details of the selected message.
e Add to contact

Select this to add the phone number of the selected message into the

contact list.

Note: You can also make a voice call to the selected message contact when
browsing through the messages list by pressing the Call/Answer key*.
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Sent

Contain text messages that you have sent. The following are available options
when pressing the Left selection key* while browsing through or viewing the
messages in this folder:

e Open
Open selected message. You can also press OK key* while browsing
through the message list to open the selected message (This option
is not avail able when viewing the message).

e Delete
Delete selected message.

[ Note: You can also delete the selected message by pressing the Clear key*. ]

e Send
Send the selected message to another recipient.
e Save

Save the selected message into the Draft folder.

e Add to contact
Select this to add the phone number of the selected message into the
contact list.

Note: You can also make a voice call to the selected message contact when
browsing through the message list by pressing the Call/Answer key*.

Draft

Contain text messages that you have saved. The following are available options
when pressing the Left selection key* while browsing through or viewing the
messages in this folder:

e Open
Open selected message. You can also press OK key* while browsing
through the message list to open the selected message (This option
is not avail able when viewing the message).

e Delete
Delete selected message.

[ Note: You can also delete the selected message by pressing the Clear key*. ]
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e Send
Send this message to another recipient.
e Save
Save the selected message into the Draft folder.
e Add to contact
Select this to add the phone number of the selected message into the
contact list.

Note: You can also make a voice call to the selected message contact when
browsing through the message list by pressing the Call/Answer key*.

OPTIONS
The following settings are available in this sub menu:

e Message Centre
Select this to set the number of the SMS service centre.

e Save sent message
Select this to enable or disable the saving of sent messages.
When this option is enabled, all successfully sent messages are
saved in the Sent folder.

e Memory status
Select this to view the memory status of the messages.

e Reload Messages
Select this to reload messages from the BDU into the local memory of
the Primary Handset.

DELETE ALL
Select this to clear the messages in a particular folder. Available folder options are:

e All messages
Delete messages in all folders including Inbox, Sent and Draft.
e Inbox
e Sent
e Draft
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Settings Menu

Settings The Settings menu provides the following sub menus to
é‘ Ciphering mode COﬂfIgure the BDU

e 4% Ethernet

%, Satellite

Ciphering mode
Contain options to enable/disable the use of ciphering mode between the network
and BDU.

Note: Status icon is displayed in the Main Display screen when ciphering is
enabled.

Ethernet
Allow you to configure settings related to Ethernet connection.

e Transceiver IP Address
Specify the IP address of the BDU.
The default IP address of the BDU is 192.168.1.35

e Subnet Mask
Specify the subnet mask of the BDU.
The default subnet mask of the BDU is 255.255.255.0

e DHCP settings
Display the status and settings of the DHCP server.

- DHCP server: Display the status of the DHCP server.

- Start IP address: Display the start IP address of the DHCP server.
Default start IP address is 192.168.1.40.

- End IP address: Display the end IP address of the DHCP server.
Default end IP address is 192.168.1.59.

- Primary DNS: Display primary DNS server address.
Default primary server is 172.30.66.7.

- Secondary DNS: Display secondary DNS server address.
Default secondary server is 172.30.34.7.

60



- Lease time
Display the lease time. Default lease time is 60.
Except for DHCP server, the rest of the display settings can be
edited by pressing the Left selection key* or Ok key*s.

Note: Make sure that the format is correct when entering an IP address.
Press the Star key* multiple times to insert the “.” sign.

Satellite
Manage settings related to Inmarsat satellites.
e Satellite selection
Allow you to select the preferred satellite to lock on to.
Default is AUTO where the BDU automatically searches for the best
satellite in view to lock on to.

Note:

Satellites visible to the BDU are marked with *. The BDU will de-register
from the network with all the CS (voice) and PS (data) services terminated
whenever a new satellite is manually selected from the list. The BDU can
only re-register with the network once it has successfully locked onto the
newly selected satellite.

Satellite status
Display current satellite status. The following information is displayed:

- Status
Display status of the BDU. The BDU can be either searching or locked
on
to a particular satellite.

- Satellite ID
Satellite ID that the BDU is currently searching for or locked on.

- Satellite Name
Satellite Name that the BDU is currently searching for or locked on.
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Supplementary
Configure settings related to supplementary services. These settings are applica-
ble to standard CS voice services.

Note: Depending on the network, some settings may not be available or may
prevent other settings from being activated.

The following information is available:

e (Call forwarding
Allow you to configure for call forwarding services depending on
various conditions. The following forwarding conditions are available
for configurations:

- All Calls
All calls are unconditionally forwarded.

- Busy
Calls are forwarded when the BDU is busy.

- No answer
Calls are forwarded when no answer from the BDU for a
specific time.

- Not reachable
Calls are forwarded when BDU is not reachable.

You can press the Left selection key* for options available when browsing
through the list of forwarding conditions. The list of options is:

e Retrieve all
Retrieve network settings of all the listed conditions.

e Update all
Update configured settings of all the listed conditions to the network.

e Cancel all
Deactivate all condition settings.

Note: Operations on this level affect all forwarding conditions and hence it may
take some time to process.
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Pressing the OK key* configures a particular forwarding condition. The following
settings can be configured:

Status: Display active or inactive status of the selected forwarding condition.
Press the OK key* to change the status.

Number: Display number to forward calls to when selected forwarding condition
is active. Press the OK key* to change the number.

Time: Only applicable to No answer forwarding condition. To forward calls to
selected number if call no answer for a specific period of time. Press the OK key*
to change the time.

You can press the Left selection key* for options available when configuring a
particular forwarding condition. The list of options is:

¢ Retrieve
Retrieve network settings of the selected condition.
e Update
Update configured settings to the network for the selected condition.

Note: Always use Retrieve all or Retrieve options to retrieve the latest settings
from the network. Use Update all or Update options to update the network
settings after configurations.

e Call barring
Allow you to configure for call barring services depending on various
barring conditions. The following conditions are available for
activations/deactivations by pressing the key:

- Outgoing calls
Barring of all outgoing calls.

- Incoming calls
Barring of all incoming calls.

- Int. except home
Barring of all outgoing international calls except to home
country.

- Incoming if abroad
Barring of all incoming when roaming.
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You can press the Left selection key* for options available when browsing
through the list of barring conditions. The list of options is:

* Retrieve
Retrieve network settings of the highlighted condition.

* Retrieve all
Retrieve network settings of all the listed conditions.

e Update
Update configured settings to the network for the highlighted condition.

e Update all
Update configured settings of all the listed conditions to the network.

e Cancel all
Deactivate all condition settings.

You will be asked to enter the call barring password when updating the settings to
the network. Consult your equipment distributor if necessary.

Note: Always use Retrieve all or Retrieve options to retrieve the latest settings
from the network. Use Update all or Update options to update the network
settings after configurations.
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e (Call Waiting
Contain options to enable/disable call waiting services.
You can also press the Left selection key for the following options:

¢ Retrieve
Retrieve network settings of the call waiting service.

e Update
Update configured settings to the network.

Note: Always use Retrieve option to retrieve the latest settings from the network.
Use Update option to update the network settings after configurations.

e CallerID
Allow you to configure settings that are related to caller
identifications.

- Setting
Contain options to configure for USA or Europe caller ID type.

e Send Caller ID
Allow you to enable/disable sending of your caller ID to the recipient
when making a call. Default is AUTO where the default network
settings are used. You can also press the Left selection key* for the
following options:

- Retrieve

Retrieve network settings of the waiting service.
- Update

Update configured settings to the network.

Note: Always use Retrieve option to retrieve the latest settings from the
network. Use Update option to update the network settings after configurations.
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Terminal Menu

Terminal The Transceiver menu provides the following sub menus to
® signal strength check for information and perform resets on the BDU:

@D GPS status

Signal strength
Show graphical representation of current signal strength and GPS type. Table
below describes the available GPS type icons used in this sub menu:

(‘;‘_m This icon shows that the BDU is in the process of acquiring a GPS fix when
= there is no previously stored GPS fix.
l;;iﬁw‘l This icon shows that the BDU is using New GPS coordinates.
Ll Stored This icon shows that the BDU is using previously stored GPS coordinates.
GPS status

Show current Latitude and Longitude coordinates, the GPS type and Time of
acquisition on the BDU.

Transceiver Info
Display a list of information of the BDU.

e  Manufacturer: Manufacturer name of the BDU

e Software version: Software version of the BDU

e Model: Model name of the BDU

e |MEI number: IMEI number of the BDU

e  |MSI number: IMSI number of the SIM card

e  Subscriber number: Subscriber’s telephone number

e  Serial number: Serial number of the BDU
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Antenna Unit Info
Display a list of information of the Antenna.

e Serial number
Serial number of the Antenna

Transceiver restart
Soft restarting the BDU

Limited reset

Perform limited reset on the BDU. Apart from full factory reset that is not available
in Primary Handset, limited reset only resets a small portion of the BDU settings.
Stored GPS status, contacts, call logs and event logs are not cleared during limit-
ed reset.

You are also required to key in the password when performing the reset.
The default password is 0000.

[ Note: This password is the same as Terminal PIN. }
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(2] = sIM PIN

Security settings Menu

IR i | he Security Settings menu provides the following sub menus
& Terminal PIN to configure the security settings of the BDU using different

PIN:
B SIM PIN2
&8 SIM lock

$ Service provider

& Corporate

© Terminal PIN
© SIM PIN

There are three options available for selection under each sub menus to manage
the PIN and security settings for the BDU:

e Enable
Enable the selected PIN. Table below summarizes the default PIN
codes for each security setting:

0000
Terminal PIN . . .
Note: Terminal PIN is the same PIN that has to be entered when performing
Limited Reset on the BDU.
Depends on your SIM card. Consult your equipment distributor if necessary.
SIM PIN Note: You have to enter the PUK (PIN Unblocking Key) to access the SIM card

if a wrong PIN for SIM PIN has been entered for three times. You will be asked
to enter the new PIN code once you have entered the correct PUK. However,
the SIM card is no longer usable if you have entered wrong PUK for 10 times.

You will be asked to key in the existing PIN (or default PIN if it has not been
changed) before the PIN can be enabled.

e Disable
Disable the selected PIN. You will be asked to key in the existing PIN
(or default PIN if it has not been changed) before the PIN can be
disabled.

e Change
Change the PIN to a new one. You will be asked to key in the existing
PIN (or default PIN if it has not been changed) before the PIN can be
changed.

{ Note: PIN has to be enabled before it can be changed. J
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Phone manager Menu

HIFIHERUERERE@ The Phone manager menu provides the following sub menus
(1 Y= Display to configure settings that are local to the Primary Handset:

Display
Configure settings that are relatged to Primary Handset display.

e Backlight
To set the duration of the display backlight to remain on.
Settings range from Always On (Backlight permanently turned on),
15 seconds to 1 minute.

Note: The backlight will be slightly dimmer and finally off when there is no
keypad activity after sometime. However, this feature is not available when the
setting is set to Always On.

Tone
Configure tone setting for the standard and ring tones.

e Standard tone

- Key tone
Contain options to enable/disable the key tone.

- Message tone
Contain options to enable/disable the message tone.

- Volume
Configure the volume for the standard tones
(both key and message tones).
Using the 4-way navigation ring*, press up/right to increase
and down/left to decrease the volume.
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e Ring tone

- Tone
Select desired ring tone pattern.

- Volume
Configure the volume of the ring tone. Using the 4-way
navigation ring*, press up/right to increase and down/left to
decrease the volume.

Language
Allow you to change the menu display language.

Factory settings
Allow you to configure default factory settings of the Primary Handset.
Contains the following settings:

e Factory reset
Perform factory reset on the Primary Handset

About
Display a list of information of the Primary Handset.

- Model
Model name of the Primary Handset

- Software version
Software version of the Primary Handset

- Hardware version
Hardware version of the Primary Handset

- Technical support
Web address for technical support

- Copyright
Contain Copyright message
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8. USING THE WEB CONSOLE

8.1 Register to the Network

1. Connect your computer to the FBB BDU using a LAN cable.
2. When the connection has been established, open the web browser.
3. Type http://192.168.1.35 in the Address field and press Enter.

Address | @] http:j{192.168.1.35/

4. When the Login screen appear, type in admin in the Username field and 1234 in

the password field. Click Login.

Username: admin
Password: ssses enabled'

5. Click the Login button.
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The FBB BDU Web Console will appear on your screen.

FB 250 S
WEB CONSOLE inmarsat

CON(ON, ™ ecee
eee

Setup Phone Data Settings IIIII

Terminal Info mi

Signal: 60 dBHz

Temperature:
MNormal

GPS:
Latitude: 40° 31" 58.72" N
Longitude: 3% 39 21.41"W
Type: 3D (NEW)
Time: 12/12/09,056:53:36 GMT

Pointing Angle (Visible Satellites):

Azimuth: | 139.82° SE
-4 EMEA
Elevation: | 34 84°

Registered to Network but no active data connection exists. You are now able to make phone calls
and send SMS. Please activate a data connection before doing any data transfer.

The FBB BDU will automatically register to the network. This process will include
GPS acquisition, satellite tracking and registration with the network, which will
take a few minutes.

Once the process is completed, you will see the following message appearing at
the bottom line of the Web Console.

“Registered to Network but no active data connection exists. You are now
able to make phone calls and send SMS. Please activate a data connection
before doing any data transfer”

Upon successful registration, with all three BDU’s LED indicators lit in green, the
UE will be ready for normal operation.

72



8.2 Navigating the Web Console
Menu Overview

@ © = O

Setup Phone SMS Data Settings

Below you can see all of the sub menu tabs, under each icon menu item.

Setup Phone SMS Data Settings
Terminal Info Phonebook Compose Network Management | Language
Satellite Selection | Call History Inbox Connection Terminal Info
Sent Primary Profiles Ethernet
Draft Secondary Profiles Telephony
Port Forwarding PIN
Firewall SMS
PPPoE Wi-Fi
Misc Tracking
Admin
Support
Accounts
About

Status/Action Indicators

ANCSHUPSN GRS
= (@)= (=) (e

These icons indicate the status of the FBB BDU.
¢ Orange indicates the item is active.
e Grey indicates the item is inactive.
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Status Icons

Status Indicator

Description

€S

Circuit Switch Icon

Indicates the Circuit Switch service status (Voice calls,
SMS, FAX).

&

Packet Switch Icon

Indicates the Packet Switch service status
(Internet Browsing, FTP, email.)

@
o

GPS Icon

Indicates if a new GPS fix is available or not.

pir

Tracking Mode Icon

Tracking mode is enabled.
(Icon is not shown if tracking is not enabled.)

These icons indicate the status of the FBB BDU and also function as shortcut
buttons to the respective menu as indicated below.

e Orange indicates the item is active.
e Grey indicates the item is inactive.

Action Status Icons

Status Indicator

Description

3

Logout Icon

Click on this icon to log out from the web console.

b0l

Internet Icon

Indicate whether the unit is connected to the internet.
Click on this icon to go to Data menu.

>

Ciphering Icon

Indicate that ciphering is enabled or disabled.
Click on this icon to Ciphering Menu.

X

New message
received

Indicates if a new message is received and unread.
Click on this icon to go to Inbox Menu. (Icon is not
shown if there is no unread message.)

@D))

Radio Silence Icon

Indicates if radio silence is enabled or disabled.
Click on this icon to trigger radio silence enable and
disable.
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8.3 Navigating the Web Console
Setup Menu

Viewing Terminal Information

1. Click on Setup icon.
2. Click Terminal Info.

The terminal information tab shows Signal strength, Temperature, GPS Status,
Elevation angle and Registration status.

FB 500 T
WEB CONSOLE inmarsat

@ © = 3 4444
Setup  Phone Settings |||II G @.

Signal: 60 dBHz

Temperature:
Normal

GPS:
Latitude: 40° 31" 568.72" N
Longitude: 3% 39" 21.41" W
Type: 3D (MEW)
Time: 12/12/09,05:53:36 GMT

Pointing Angle (Visible Satellites):

Azimuth: | 139.82® SE
-4 EMEA
Elevation: | 34.84°

Registered to Network but no active data connection exists. You are now able to make phone calls
and send SMS5. Please activate a data connection before doing any data transfer.

Signal Indicates the received signal strength (C/No in dB Hz).
Temperature Indicates the UE’s current operating temperature status.
GPS Indicates the latitude, longitude, type and time of the GPS acquisition.

Indicates the azimuth and elevation angle of the antenna with the

Reigtnalanale corresponding satellite in view.
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Satellite Selection

The default Satellite Selection is in Auto mode. In Auto mode, the UE will scan all
the visible satellites and track the satellite with
the most optimum elevation angle or the last used satellite.

Note: Changing the satellite selection will terminate any existing active voice/fax
call or data connections.

Follow these steps to change your satellite selection

1. Click on Setup icon
2. Click the Satellite Selection to view the visible satellites.
The visible satellites will be displayed for your selection.
It also displays the satellite information that your Antenna Unit’s is locked on to.

Te'al Hs Satellite Selection

| satellite " Locked on to "I-4 EMEA".
\/ Auto
* |-4 EMEA
|-4 Asia Pacific
|-4 Americas

* Satellite is visible

3. Click on your choice of visible satellites.

4. Click the Select button to point the antenna to the selected satellite in exclusive
mode. The satellite selection will be saved, and each time you power up the UE,
the satellite selection choice will remain until you make the next selection change.
The UE will track the newly selected satellite even if the elevation angle is not
optimum.

5. Click Refresh to refresh the Satellite list.
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Phone Menu

(9

Phone

1. Click on Phone icon
Phone menu provide the following options:

l. PhoneBook

e The Phonebook entries can be stored on the SIM card or the FBB BDU.

e Allows you to view, add, edit and delete entries on your Phonebook list.

e You can make and send SMS messages directly from your Phonebook entries.

Phonebook all Histo

View option: | Al
Storage Usage: (SIM - 0/250) (Terminal - 0/100)

| Name H Phone no.

i
Send SMS | | Refresh

View option
The View option allows you to view the Phonebook entries from the different
storage locations.

From the drop-down menu, select:

All To view the entries stored in the SIM card and FBB BDU.

SIM only To view the entries stored in the SIM card.

Transceiver only To view the entries stored in the FBB BDU.
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Storage Usage

Shows the number for Phonebook entries used in the SIM card and TU locations.
For example: (SIM -2/150) indicates: Storage location — SIM card

Total number of entries used = 2
Total number of entries available = 150

Adding Phonebook Record

MName:

Phone no.:

Save Phonebook record in @ SIM ) Terminal

’ Save ” Cancel]

Adding a new Phonebook entry

Click Add.
Enter the Name and Phone number.
Select the storage location and click Save.

Phonebook Edit

Mame: [Technical Support
Phone no.: +6598201820

’ Apply ” Cancel l

Editing a Phonebook entry

Select the entry from the Phonebook list.

Click Edit.

Proceed to change the Name and/or Phone number.
Click Apply.
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Messape from webpapge

\?) Are you sure you wank bo remove the selected phonebook record?

[ Ok ]I Cancel ]

Deleting a Phonebook entry
e  Select the entry from the Phonebook list
e Click Delete.

e (Click Ok to confirm to delete the entry
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Sending SMS from the Phonebook

Follow these steps to send SMS from the Phonebook:

1. Select the entry from the Phonebook list.

2. Click Send SMS.

3. The Phonebook console switches over to the Compose SMS console.

ETmr e
Phone no.; +9512345678 Ed 73 /160

Lat:+40.5329E,Long:-3.63595,12/09/12,00:36:35 GMT
ETA PORT SER BOUY 22:3U|

| Send || Save || Clear | Append GPS |
@ Store a sent copy in 5IM

4. Type in the text message and click Send.

Il. Call History
To check history log of calls made and received.

Phonehock ’ Call History

View option: All ~
Phone no. ;
Technical Support e % =
& 006598201820 10710704 03-44:48

[ Send SMS | Delete |

| Refresh
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View option

The View option allows you to view the Call History entries.
From the drop-down menu, select:

All To view the list of the dialed, received and missed calls.
Dialed Call To view the list of dialed calls only.

Received Call To view the list of received calls only.

Missed Call To view the list of missed calls only.

Sending SMS from the Call History list

Follow these steps to send SMS from the Call History list:
1. Select the entry from the list.

2. Click Send SMS.

3. The Call History console switches over to the Compose SMS console.

EEr- e e

Phone no.. +9512345678 g 73 /160

Lat:+40.53288,Long:-3.65595,12/08/12,00:36:55 &MT
ETA PORT SER BOUY 22:30]

[ Send || Save || Clear | Append GPS |
¥ Store a sent copy in SIM

4. Type in the text message and click Send.
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Deleting a Call History entry

Follow these steps to delete a call History entry:
1. Select the entry from the Call History list.

Phanebaok Call History

View optiom: A =
|Phone no. || Time -
[ 0019257987982 12/01/27 22:2434
[ 0015257987982 12/01/27 22:23:13
B 006396227072 1201720 034309
[ 006591468876 12/01/20 03:2941
B 006365095701 1201720 03:28:55
I +6591468876 12/01/20 03:28:18
I +6591468876 12701720 032731

SendSMS || Deletz

2. Click Delete.
3. Click Ok to confirm or click Cancel to abort deleting the entry.
4. Click Refresh to refresh the Call History list.
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SMS Menu

1. Click on SMS icon.
SMS menu provide the following options:

I. Compose
To compose and send text messages.
Simply enter a mobile number, type your message and click Send.

I1. Inbox
Shows the details (Sender information, Message, Date and Time stamp) of all
SMS received.

Ill. Sent
Shows the details (Receiver information, Message, Date and Time stamp) of all
SMS sent.

IV. Draft
Stores unsent messages for retrieval later.

7Compose Inbox. mm

Phone no.: 0/160

[ Send | | Save | Clear | | Append GPS

¥ Store a sent copy in SIM
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I. Compose
Composing a New Message

Follow these steps to compose a new SMS:

1. Enter the receiver’s Phone number in the Phone no. field or click the Phone-
book icon if the receiver’s number is listed in the Phonebook.

2. Type the message in the text editor box.

Phone no.. +9512345673 EE 73 160

Lat:+40,532598,long:-3.65595,12/09/12,00:36:55 GMT
ETE FORT SER BOUY 22:3(|

[ Send || Save || Clear | | Append GPS |
¥ Store a sent copy in SIM

Note: Message is limited to 160 characters (using 7 bit encoded default alphabets)
including spaces between words. But it is limited to 70 characters per message using
Unicode (UCS2) text message (such as message typed in Chinese, Japanese, etc).

For sending a long SMS to another BGAN transceiver, the message is limited to 608
characters (using 7 bit encoded default alphabet) or 266 characters using Unicode
(UCS2) text messages including spaces between words.

If you do not wish to store a copy of the sent SMS into SIM card uncheck Store a copy in
the SIM checkbox. Click Send to send the SMS.

3. Click the Send button to send the SMS.

4. To save an unsent SMS, click the Save button and the unsent SMS will be
saved in Draft.

5. To clear the typed message on the text editor, click the Clear button.
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Il. Inbox

Shows the details (Sender information, Message, Date and Time stamp) of

all SMS received.

[Lscmpese ] nooc [_seni [Lonan |

Storage Usage: (SIM - 3/100%

L] |an ” Message
[ Technical Glad to hear that the vsit i waorking acw.
Support

1 Technical If you are encountering any problem with the unit, kindy try factory reset.

Support

Date
04/10/10 05:49:55
000
04/10/1005:38:12
=000

Refesh

Replying to a SMS

Follow these steps to reply a SMS:

1. Click on a SMS to select it.

The selected SMS will be highlighted in light blue.
2. Click Reply.

3. Click OK to reply with the original contents or Cancel to reply without the origi-

nal content.

Message from webpage E|

\“3/ Da you want reply with the original content?

I OK I [ Cancel

The Inbox console switches over to the Compose console.

4. Enter your reply in the text editor.

5. Click Send to send your reply SMS. The reply SMS will be sent to the recipient.
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Forwarding an SMS

Follow these steps to forward an SMS:

1. Click on a SMS to select it.

The selected SMS will be highlighted in light blue.
2. Click Forward.

The Inbox console switches over to the Compose console.
3. Enter the receiver’s number in the Phone No. field.

4. Click Send to forward the SMS. The SMS will be sent to the recipient.

Deleting a single SMS from the Inbox list

Follow these steps to delete a single SMS from the Inbox list:

1. Click on a SMS to select it.
2. Click Delete.
3. Click OK to confirm or click Cancel to abort deleting the SMS.

Message from webpage 8]

\“3/ Do you want reply with the original content?

| ok || cancel

Deleting multiple SMS from the Inbox list

Follow these steps to delete multiple SMS from the Inbox list:

1. Select the message by checking the checkboxes beside each SMS.
2. Click Delete.

3. Click OK to confirm the delete, or Cancel to abort the delete.

4. Click Refresh to refresh the Inbox list.
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lll. Sent
Shows the detail (Receiver information, Message, Date and Time stamp)of all

SMS sent.

Storage Usage: (STM - 3/100)
Ll " To " Message
[[1 Technical The unit is now working fine after the Factory reset. Thanks

Sopport
[1 +870773999144 Hi mate, pleas= l=t me know your location and your time of arrval at the port bay.

I Raszand Jl Foreard ” Calata ]

Refrash

Resending a sent SMS

Follow these steps to resend a sent SMS (sending the same SMS to the same
receiver):

1. Click on a SMS to select it.

2. Click Resend.

3. The SMS will be sent to the recipient.
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Forwarding a sent SMS

Follow these steps to forward a sent SMS to another recipient:
1. Click on a SMS to select it.

2. Click Forward.

3. The Sent console switches over to the Compose console.

Compose_|gbor ] sent_]_prat ]

Phone no - | +6592304077 55/160

Will be& reaching the port in about 15 minutes
from now.

(Sond )(Save ] [Cioar)

[ Store a sent copy in SIM

4. Enter the receiver’s number in the Phone No. field.
5. Click Send. The SMS will be sent to the recipient.

Deleting a SMS from the Sent list

Follow these steps to delete a single SMS from the Sent list:

1. Click on a SMS to select it.
2. Click Delete.
3. Click OK to confirm or click Cancel to abort deleting the SMS.

Message from webpage

\?/ Are you sure you want to delete the selected SMS record?

[ o || cancel
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Deleting multiple SMS from the Sent list

Follow these steps to delete multiple SMS from the sent list:

1.Select the message by checking the checkboxes beside each SMS.
2. Click Delete.

3. Click OK to confirm the delete, or Cancel to abort the delete.

4. Click Refresh to refresh the Sent list.

IV. Draft
Stores SMS saved from the Compose console.

Sterage Usage: (SIM - 71000

] |Tn | Message
[ +H5592201820 Can von send me the lnk where [ can download the latest firrware.
[ +5591256564 Good moming captain. we are about to reach the cast coast bay

Refrazh

Follow these steps to send a draft SMS:

1. Click on a SMS to select it.
2. Click Send.
The SMS will be sent to the recipient.

Sending 5MS B

Sending SMS5 to +6591256564 (1/1)

(T ETEER )
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Forwarding a draft SMS another recipient
Follow these steps to forward a draft SMS to another recipient:

1. Click on a SMS to select it.
2. Click Forward.
The Draft console switches over to the Compose console.

EEERTTeETR T

Phone no.- | +6592304077 £5/160

¥Will be reaching the port in sbout 15 minutes
Irom now.

EOEDET

[#] Store a sent copy in SIM

3. Enter the receiver’'s number in the Phone No. Field.
4. Click Send to forward the SMS.
The SMS will be forwarded to the recipient.

Deleting a SMS from the Draft list
Follow these steps to delete a SMS from the Draft list:

1. Click on a SMS to select it.
2. Click Delete.

3. Click OK to confirm or click Cancel to abort deleting the SMS.

Message from webpage

\?/ Are you sure you want to delete the selected SMS record?

[ ox ][ cancel
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Deleting multiple SMS from the Draft list
Follow these steps to delete multiple SMS from the Draft list:

1. Select the message by checking the checkboxes beside each SMS.
2. Click Delete.

3. Click OK to confirm the delete, or Cancel to abort the delete.

4. Click Refresh to refresh the Draft list.

Data Menu

L]

| —]
Data

1. Click on Data icon.

Data menu provides the following options:
I. Network Management

Il. Connection

Ill. Primary Profiles

IV. Secondary Profiles

V. Port Forwarding

VI. Firewall
VII. PPPoE
VIIl. Misc

FB500 S
WEB CONSOLE inmarsat

@) © = ‘ ce

: il o,
Setup Phone SMS [IETF] Settings L %&- |
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I. Network Management

The terminal can support up to 11 different Network User Groups for different
types of services with their desired configuration and settings. Each Network User
Group has their own profile and settings such as QOS (Standard/Streaming) and
IP addressing (Static/Dynamic).

MNetwork Managerment Firewaill PPPoE

MAC IP Address

Primary Profiles Secondary Profiles Port Forwarding

Traffic Statistics

Altached Devices

ANY ANY ANY Default Group
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Il. Connection

1. To activate the default profile, click Activate Default Profile. The PDP context will
be activated.

Connechion

Metwork Management Primary Profiles Secondary Profiles

User Activated PDP(s):
List of activated PDP(s) used for normal internet usage such as: web-browsing, email, FTP, efc.

Mo connection exists

Porl Forwarding

Activate Default Profile

When connected, APN and the assigned public IP Address details will be dis-
played. You can proceed to access the Internet and use the related features.

In progress..

" Peslwors Managpemsnl d O vm-jna_.'lﬁ_ Seconan] Profies 1 portr oreaEng Fuwsan | PrRoE L __
User Activated PDP(s):
List of activated POP{s) used for normal internet usage such as: web-browsing, email, FTP, etc.

1 BGAN.NMARSAT.COM 161.30.180.5  Default Group s

Disconnect Primary PDP Context

2. To disconnect the data connection, click Disconnect. The PDP context will be
deactivated.
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lIl. Primary Profiles

Primary profiles define the connection type.

You can select from a list of profiles to be the default primary profile and con-
nection type. From Profile 7 to Profile 10, you can create your own customized
primary profile.

= S8t a3 defaull
Profile Name: [Fuansar Using this connaction type you will be charged for
the VOLUME (kiiobytes) of data used. Use this
Connection Type: connection type for TCAIP applications, data
& Standard exchange and transfer such as Email, Internet
Sireaming Browsing, FTP, eic.

Access Point Hame (APH):
& S BGAN NUMARSAT.COM
o User Defined |
Static F Address APN Usemame:
Static P Address APN Password:
Please note that the "usermname’ and "password stated above are not
those used to login to the WebConsole. They are those provided by your
Service Provider for siatic IF address subscription. if you do not have
any such subscription or if you are not sure

1P Configuration:
& Dynamic IF Address

© Static I Address I E

Limited Connection:
Time

Duration: minutes (10 ~ 7200
Notification Before Expined: minutes (0 ~ &)

Volume

Trathic Violums: MB (1~ 1024)

[Update Settings | [ Cancel

4 1\
Note: The Standard profile is set as the default primary profile and the default connection

type is standard (this is charged by the volume [in kilobytes] of data used).
.

Profile Name
Change the profile name as desired.

Connection Type
Change the type of connection. By default the connection type will be standard.
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Access Point Name (APN)
By default, the APN from the SIM will be selected.

Follow these steps to change the Access Point Name (APN):

1. Select User Defined.

2. Enter the new APN in the field space provided (e.g. BGAN inmarsat.com).
3. Enter the username and password if required.

IP Configuration

By default, the Dynamic IP Address is selected.

Follow these steps to use Static IP Address:

1. Select Static IP Address and enter the IP Address in the space provided.

2. Check the Header Compression checkbox if it is required to use Header Com-
pression.

IV. Secondary Profiles

FIp Profile Name: FF8

Quick Link
Cuisk Time <
Rasl Mesis Streaming Parameters:
Streambax Desired Rate: 32k v
Win Media Minimum Rate: 32k v
Profie 1 Use arrar correction
Erafile 2
Profie 3
Frofie 10 Destination Port Ranges:
From To Protocol
| Refresh
I 20 21 TCP Delste

I I L% S (ekl) (Dobei Al

Add from Templates

Limited Connection:

Time
Duration: - minutes
Notification Before Expired:f  minutes
Volume
Traffic Volume: P muB

| Update SA-‘.I.';-,_i Cance!

Secondary profiles setting are used mainly for streaming connection. You may
select one of the secondary profiles to be used during streaming connection. You
may also create a customized secondary profile; choose from profile 7 to 10.

It also had the same time/volume limited data connection feature as the Primary
Profiles.

Note: If the user requires a Secondary PDP profile, the SIM card QOS should
be provisioned to QOS Streaming Symmetrical 256. If not provisioned, user
will encounter a Secondary Profile network rejection with error code “QoS Not
Accepted” and charges will occur for activation/deactivation.
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FTE = Profile Name:
Cusici Lind
Gusk T b .
Pl Mada Streaming Parameters:
Smeamee Desired Rate 2
\.‘-"\M?i Minimum Rate % .
rw?..:g Lise error comestian
Frotie §
Pty 10 - Destination Port Ranges:
From To Protossl Application Traffic Flow Template
Fetresh . Type: [FTP ]
TP v
\ Acd trom Templyes
Limited Connection:
Time
Deuraticn o minubes
Notification Before Expired: minutes
Valumé
Traffic Vilume: o M8
—

Pre-defined Secondary Profiles

Secondary Prohilcs Port Forwanding
FIP »| Profile Name: FTP
Quick Link
g:;"hm}: Streaming Parameters:
Streambox Desired Rate: 32K v
‘;I'frrﬁmf'ﬁ Minimum Rate: 32K v
e
Profia 8 | Use error correction
Profile 9
Frofie 10 - Destination Port Ranges:
- From To Protocel
\Fieoch 20 21 TCP Delete
ik v |Add | | Deleta Al |
Add from Templates
Limited Connection:
Time
Duration: 0 minutes
Notification Before Expired: 0 minutes
| Velume
Traffic Volume: 1] MB
| Update Saltings Cancel

The following Traffic Flow Template have been pre-defined for the following profiles.

- FTP

- Quick Link

- Quick Time Media
- Real Media

- Streambox

- Win Media

User can define settings from Profile 7 to Profile 10. User can also click on Add
from Templates to choose pre-defined settings.
1. Select Profile 7.

2. Click on Add from Templates.
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3.The pre-defined settings of the selected profile will updated on the webconsole.
User can either make any further required changes to the settings.

FTE -
Qg Link
Cuuick T &
Feal Meda
Sire mise
Win Mgl
Protie 7
Prrcifig 2
Profis 3
Profie 10 bl

Profile Name:

Streaming Parameters:
Desired Rate ki b

Kinimum Rate; Er bl
Lise arror Comec thon

Destination Port Ranges:

From To Protocol
21 ] TCP Delpte
Toro TOT1 TCP Delete
TaTa 70T uoe Delete
BO00 H050 TCP Delefe
TCP w | Add | | Derbebe AL |
Add from

Limited Connection:

Time
Duration: 1] [rrimsies
MNodific ation Before Expired: 0 mintes
Volume
Traffic Volume: o |MEB

Update Settings | | Cancel |
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V. Port Forwarding

Port Forwarding is a feature for Router (multiple-user) mode.

This feature sets the FBB BDU to direct incoming traffic on certain TCP/UDP port
to a specific port on a local PC (IP Address).

Follow these steps to add a new forwarding rule:
1. Click the Add button.

[Port Formanding )
[ incoming Port |[ Protocol || Destination IP A n:|
D 0.0.00 | Incoming Port 0
t] o 00000 | Destination |F Address: 152 |. 168 .1 [. 30
0 0.0.0.0 | Protocol TGP
0 = 0.00.0 Destination Port BO0D =
Enabled -
0 0.0.0.0
] - 0.0.0.0 Apply Cancel
D 0.0.0.0
0 v 0.0.0.0 i A
0 0.0.0.0 0 Add
0 i 0.0.0.0 0 Add
Refresh

2. Enter the Incoming Port number in the space provided.
(For example, the user expecting HTTP traffic, the port is 80).

3. Enter the Destination IP Address.
(For example, the IP Address of the PC that is connected to the FBB BDU).

4. Select the Protocol type TCP (e.g. for HTTP, it will be TCP) UDP.
5. Enter the Destination Port number in the space provided (For example: listening
port of the particular service (for example TCP port 80 for web server) on the PC

that is connected to the FBB BDU).

6. Click Apply to allow the settings to take effect.
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VL. Firewall
By default, the Firewall is disabled.

B rewal

BCOHINTY ProTiee Port Foqwarding

Firewall Protection Setup

Firewall Protection ©Enabled & Disabled

Enable Firewall Settings

1. Navigate to Data>Firewall>Setup to enable Firewall protection.
2. Select Enable.

3. Click Update.

Primany Profies Sacondan Profiss Pt Foresrding

Firewall Protection Setup

Firewsall Protection @ Enabled © Disabled

Pan £03n Proiechan Im,
Sanica Filering

Administramor Corrol
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Incoming Rule
To add and define up to 10 rules to allow or reject incoming packets.

Rt Nare [t
Frotssel OTCP CUDP o ICMP & ANY

-r
ww ﬁrrr-rrr
e —

Astaze: Ohdow = Repct
Eraties: -

[Aosty | [Comcn]

oo P A Prores with vala 0

g, 1P {00000 - 0.0.0.00 maans AMY 1P, Pan [0 - 0) maans AMY Port.

(Riea | Uy
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Outgoing Rule
To add and define up to 10 rules to allow or reject outgoing packets.

CTCP o UDR OKCMP = ANY

e

g
-
-

oABow ® Repect
-

Booy IF Accreadal. For with viloe O mang ANY.
a5, 1P 00,00 - 0.0.0.00 mames ANY 1P, Port ) - ) maang ANY Pont.
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DoS Protection
To protect the terminal and the private network against unnecessary DoS attacks
from the untrusted public network by:

a. Block packets with spoofed source IO addresses from public network (protects
against LAND attack and others that use reserved/private source IP addresses).

b. Block broadcast packets from public network (protects against Smurf and
Fraggle type flooding attacks).

By default, the DoS is disabled.

e

Status oEnabled & Disabled

Block packets with spoofed source IP addresses from public netweork
1 Biock packets from Historical Broadcast addrezses (0.0.0.0/8)
(1 Block packels from Unaliocated and Broadcast addresses (245.0.0.0/5)
1 Block packets from RFC 1918 Class A private addresses (10.0.0.0/8)
(2 Block packets from RFC 1918 Class B private addresses (172.16.0.012)
[ Block packets from RFC 1918 Class C private addresses (192 188.0.0/18)
[ Block packels from Class D MuBicast addresses (224.0.0.0/4)
i Biock packets from Class E Reserved addresses (240.0.0.0/5)
1 Block packets from Link Local addresses (169.254.0.0/18)
(1 Block packets from TEST-NET addresses (192.0.2.0/24)
(3 Block packels claiming to be from our own private network
(1 Block packets claiming to be from UT's public address.

Block broadcast packets from public network
i Block packels (sent) to limited broadcast address (255.255.255.255/32)
i Block packets (sent) to public network broadcast address

Port Scan Protection

To protect the terminal from port scanning attacks by blocking packets with illegal
TCP flag or illegal TCP flag combinations from public network (protects against
Xmas scan, NULL scan and similar types of port scanning).

By default the Port Scan Protection is disabled.

Port Scan Protection
Stelus ©Enabled & Disabled

Block packets with illegal TCP flags or illegal TCP flag combinations from public network
1 Block packets with all flags sat - XMAS Scan
1 Block packets with no flags sat - NULL Scan
1 Block packets with YN and FH set
| Block packets with 57N and RST sat
Block packets with FIN and RST sat
Block packets with FIN s&t, but ACK nat set
Block packets with PUSH sat, but ACK not set
| Block packets with URG set, but ACK not set

[ Upéa
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Service Filtering
To prevent external network accessing the terminal by blocking packets such as

Ping, Telnet, access web console and access to AT command service.
By default, the Service Filtering is disabled.

otwork Management | Connection | primen Promiss | SecondanyProfiss | Port Forwmding | Fresss | proE | M

= I
w Status ©Enabled # Disabled

Cupgaing e Select the following service(s) if you would like to block it
1 Fing from External Network
Prer—— i Telnet from External Network

[ Access webconsole from External Network

i1 Access AT command service from External Network
= -
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Administrator Control
To block any keyword in the content of the accessing page.

Setup Keyword Block
mEETTo FaTs Block website access based on keywords specified below
Enable Keyword Block
Qutgoing Rule Enter Keyword: |myspace | ‘ Add |
Blocked Keyword(s)
DoS Protection youtube T Delete
Port Scan Protection
Service Filtering

VIl. PPPoE
By default, the PPPOE is disabled.

_ Motwork Managwnent | Connection | Pramary Promes | saconaary Promes | PortForvaraing | Fwewss | peror | e

I

PPPoE ©Enabled = Disabled

MNote: Changes only take effect after terminal reboots.

1. Select Enable.

2. Click Update.

3. Once the PPPOE service is enabled, a pop-up message box indicates the
PPPoE service is activated and requires rebooting of terminal for the service to
take effect
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VIII. Misc

This feature requires the activation of the next PDP to take effect. User has to
enable the VPN Passthrough first then activate the PDP context.

1. Select IPSec or PPTP.

2. Click Update.

VPN Passthrough
@ IPSec

PPTP

Upaste

3. Once the required option is updated, a pop-up message box indicates the the
update is successful. Reboot terminal for the service to take effect.
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Settings Menu

~

£

Settings

1. Click on Settings icon.
Setting menu provides the following options:

I. Language
Il. Terminal Info
IIl. Ethernet
IV. Telephony
V. PIN

VI. SMS

VII. Wi-Fi
VIII. Tracking
IX. Admin

X. Support
Xl. Accounts
XIll. About

I. Language
Select the desired language for the Web Console to be displayed. (Language op-
tions available may differ due to different firmware version.)

= English
EHER
i Lhed
Espafiol
Dutch
B#EE
|
Apply
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1. Terminal Info
This tab shows general information about the UE, Error/Event Logos and Call Logs.

Information

Displays information about the Manufacture ID, Software version, Model ID, IMEI
number, IMSI number (only when a SIM card is inserted), Subscriber number and
Antenna Unit’s serial number.

Tadsphony

‘ Manufacture 10: | Addvalue

‘ Software Version: | RO1.7.2

CallTats Usags

‘ Hardware Version: | 2

‘ Model 1D: | FB 250
‘ IMEI Humber: | 352574050003805
‘ 1M 51 Humber: | 801112114169667

‘ Subscriber Number: | Mot available

‘ BDU Serial Humber: | EBF252M1234000380

‘ MAC Address: | 00:0B:68:01:D8:82

Logs
Displays event and error logs of the UE.

Language Tegminal Inlo Etharmet Telaphony M5 Viiki I racking Admin Suppan Nccounts Ak

0g T_l_rpe' | Event ~
e N

":'&Ew 82014, 064143 |y octd sarvice oplion not subscribed

=

Informat

-]

Mon Dec 8 2014, 06:41:43
+0900

Primary PDP context activation failed 5{5],21,0

Mon Dec 8 2014, 06:41:38 VE inifiakod @ Pri FDP activation 5[5]

"w B2014,06:39:38 | ectnd sonvice option not subscribed

Mon Doc 82014, 06:39:38  primary PDP context activation failed 5(5),21,0

Mon Dec 82014, 0639:33 € initiated a Primary POP context activation (5]

r:bnmnoc S2013508 1753 requested service oplion not subscrnbed

Mon Dec 8 2014, 08:37:33  piary PDP conteat activation failed 5{5),.21,0 i

AD @ & © © &~ ©

[ Detetesn | [ Exponaniogs |
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Call Log
Displays the call history including standard voice calls, high-quality / fax calls,
standard data sessions. (By default, Pin is “0000”)

Language | L | Support | Ascounts i About
s —— e | s —_— e | e | e | s

User can retrieve choose to delete or export the CS or PS logs in this menu.

Call Log Type:[c2 v

+6591132319 Standard Incaming

Thu Nov 21 2013, 105215 000000:00:14 Normal
2 006591132319 Standard Cutgeing ﬁnr:wm 2013, 10:51:43 000:00:00:12 Normal
3 +6591132319 Standard Incoming mnrewz'l 2013, 105107 000:00:00:10 Normal
4 006591132319 Standard Cutgeing mlﬁnuh 2013, 10:50:29 000:00:00:11 Nommal
5 +6566347090 High Cuality Incaming ﬁﬁnuz‘l 2013, 10:44:32  000:00:02:18 Normal
& D0E56634T000 High Cuality Qutgoing mlﬁwh 2013, 10:40:35  000:00:02:11 Normal
T 006565093975 Standard Cutgoing ﬁnlgnuz‘l 2013, 10:29:38 000:00:04:38 Normal
g8 +5591550204 Standard Incoming ﬁfignu‘l 2013, 101511 000:00:00:12 Mormal -
4 L]
[Swwse | [Expon]

Call / Data Usage
Displays the total call usage and total data usage.
Click clear to reset counter.

Languagu I Terminal nke : Ethernat -II Telephony T e T sus [ wiki l Tracking -|I Admin_|

support. | Accounes | abou |

Total Call Usage: 00:00:00
Total Data Usage: 0 byte Clear
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lll. Ethernet
1. Click Ethernet to view and edit the Ethernet settings.
2. Click Update to allow the settings to take effect.

Terminal P Address: [is2 .fies .
Terminal Subnet Mask: 55 . 55 . 55
P

Terminal Gateway: fi .

| Upaate

DHCP
1. Click DHCP to view and edit the DHCP settings.
2. Click Update to allow the settings to take effect.

DHCP: #Enabled o Disabled

PimaryONs: . B

SecondaryONs: B .F .F .

DHCP IP Pool Start: [i52 .fe8 .~ .o

DHCP IP PoolEnd: Jise .fes .f~ .f5

PlLeaseTime: [ secondis)
Update

Mac Address Filtering
1. Click Mac Filtering to view and edit the Mac Filtering settings.
2. Click Update to allow the settings to take effect.

Language | | war | mrscasng | samin | supeor |

Terminaiinte | Etrwerst | Tempnom | oew | osmas ccounts | anout

MAC Fitering: #Enabled © Disabled
Use: ®Rejact List © Alowed List

-
el

11:22:33:44:55:66 Delele

“Your MAC Address: 98:76:54:32:10:12
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Reject List
All PCs/Laptops (also applicable for WiFi access) will be allowed to access the BDU

except for those (MAC addresses) listed in the Reject List.

\ Reject List

11:22:33:44:55:66 Delete

50:2E:5C:EC:0E:CA

Delete All

“Your MAC Address: 98:76:54:32:10:12

Add

Allow List
All PCs/Laptops (also applicable for WiFi access) will be denied access to the BDU

except for those (MAC addresses) listed in the Allow List.

|

Note: When selecting this list, at least one entry should be there to access the

BDU.

|

\ Allowed List

66:55:44:33:22:11 Delete

50:2E:5C:EC:0E:CA

Delete All

“Your MAC Address: 98:76:54:32:10:12

| Add

. Click Update to allow the settings to take effect.
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Static Route

Users can configure the static route to create a new entry route in the router’s rout-
ing table.

It allows the network to forward packets to the IP address destination stored in the
routing table.

1 1

Langenge | Temenmito | cirecnet | Fesptom P | ams | wan | rescseg acmin | seccort r—
m Destination Netmask Gateway [Enabled]
1234 S8.7.8 9.0.1.2 ¢
12.3.4 5678 Defaul Group 7
1234 5678 Profiet .
m 1.2.3.4 56.7.8 Terminal IP Addrass i

1. Click Add to setup new Static Route.

Accoants

Language Teurrminal info Tracking Support

o ].0].20].po ]

© Aufto Detact :mmm.c]l'
=] e —

o

2. Click Add to allow the settings to take effect.
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IV. Telephony

Languige ; Tarmina Info ; Ethamat I Talsphony [ Py | SM5 Lowie | Tracking T Admin : Suppart T Accounts i' About

- Telephone Interface Configurations: US Caler Line ID Phone connacted [

Update |

= (e

Interface

1. Select European Caller Line ID Phone connected or US Caller Line ID Phone
connected from the Telephone Interface Configuration drop-down menu.

2. Click Update to allow the setting to take effect.

Port Configuration
For each of the 3 ports, a choice of the quality calls can be selected. Select your
ideal call quality and click Update.

Primary Handset

Incoming Call Standard voice call ¥ =] Update
Qutgoing Call Standard woice call ~ Update

Phone Port
Incoming Call Standard voice call = Update

PHONE Port
Outgoing Call | Standard voice call ~ Update
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Fax Port

For the fax port, if no subscription is made, there will be no choices.

Incoming Call MNone ~ [ Update
FAX Port
Qutgoing Call None ~ Update

If fax subscription is made, 3.1 KHz high quality fax call will be available.

Incoming Call 3 1kHz high quality voice/fax call Update
FAX Port I

3.1kHz high guality voice/fax call
None

Outgoing Call | |3.1kHz high quality voice/fax call ¥ = Update

3.1kHz hiih iual'iii voice/fax call

Caller ID
1. Click Retrieve to get current setting of the Allow called party to see your
number configuration.

2. To change the setting, select Yes, No, or According to network subscription
for the Allow called party to see your number configuration.

3. Click Apply to allow the setting to take effect.

Language Terminal Infa BN Tracking
— o —————

Allow called party to see your number?
Yes
No
According to network subscription

[ Retrieve, | | Appty |
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Call Waiting

1. Click Retrieve to get current setting of the Enable call-waiting configuration.
2. To change the setting, select Yes or No for the Enable call waiting
configuration.

3. Click Apply to allow the new setting to take effect.

Language | Terminal info Ethermet Telephony PIN_ | SMS | WiFi I Tracking
Enable call waiting?
Yes
Mo

| Retriows | | Apply |

Call Barring
1. Click any individual Retrieve option to get the current setting of the
corresponding scenario in which the calls would be barred.

2. Select the scenario in which the calls would be barred, or deselect the scenario
to disable the corresponding call barring.

3. In the Barring PIN field, input a PIN for call barring setup.
4. Click Apply to allow the corresponding setting to take effect.

5. Clicking Retriever All will retrieve the current settings of all four call barring
scenarios at the same time.

6. Clicking Apply All will allow the settings of all four call barring scenarios to take
effect at the same time.

Wi | Tiacking

1 Bar all suigoing calls Ratrisve Apply
1 Bar all outgaing internationsl calls excep! those directed 1o the home country  Barring PIN: Ratriave Apply
1Bar all intoming calls whisn roaming outside thi home country Ratrisve Apply
1Bar all intoming calls Ratrisve Apply
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Call forwarding

1. Click any individual Retrieve option to get current setting of the corresponding
scenario in which
incoming calls would be forwarded.

2. Select the scenario in which the calls should be forwarded, or deselect the sce-
nario to disable the corresponding call forwarding setting.

3. In the Divert to Number field, input the phone number where the incoming
calls should be forwarded to (+<country code><telephone numbers>).

4. If the Divert if not answered option is selected, select from the Divert After
(seconds) drop- down list, the period of time the network should wait before
forwarding the calls.

5. Click Apply to allow the setting to take effect.

6. Clicking Retrieve All will retrieve the current settings of all four scenarios in
which the calls would be forwarded, at the same time.

7. Clicking Apply All will allow the settings of all four scenarios to take effect at
the same time.

1 Divert all calls Retrieve Apply

Part Configuration
| Divert if busy Betriave Apply
| Divert if not answered 0[] Betreve  Apply
| Divert if out of reach Eetrieve Apply

Call Waiting

Call Reslnchon
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Call Restriction

The Call Restriction is only enabled for outgoing call.
There are 2 types of restriction:

1. Phonebook - The user is only able to make outgoing calls from the phonebook list.
2. Call List - In this segment, it further categorised into Allowed List and Blocked
List for the 3 types of telephony functions.

a. Allowed List - The administrator can either enter the telephone
numbers or simply the country and/or area code to limit other users to
make outgoing calls. If the administrator can only enter one number or
country code, users can only call this number or within the country.

b. Blocked List - Similar to the Allowed List, once the number or country
and/or area code is entered, users are unable to make any outgoing
calls through the number or within the country and/or area code
specified in the list.

I. Select Enabled or Disabled to activate or deactivate call restriction respectively.

Il. Select Call List or Phonebook to choose which directory you want to be
restricted by.

lll. Select Allowed List or Blocked List for each of the 3 ports to choose if that
particular port numbers are the allowed or block list.

Call Restriction: « Enabled © Disabled
Restrict By: @ Call List Phonebook

Primary Handset: Use as © Allowed List @ Blocked List

0234567890 10234567890
1234567890 11234567890
2234567890 12234567890

RJ11 PHONE Port: Use as « Allowed List Blocked List

0234567390 10234587890
1234567890 11234567890
2234567890 12234567800

RJ11 FAX Port: Use as = Allowed List Blocked List
0234587860 10234567890
1234587880 11234567890
2234567800 12234567390
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V. PIN
Terminal PIN

1. Click Transceiver PIN to configure the Transceiver PIN settings.

2. Select Disabled if you do not need to set the Transceiver PIN.

3. Select Enabled to set the Transceiver PIN.

4. Enter the PIN number in the Enter PIN filed and click Update PIN.

Follow these steps to change the Transceiver PIN:

1. Enter the old PIN number in the Enter Old PIN field.

2. Enter the new PIN number in the Enter New PIN field.

3. Re-enter the new PIN number in the Re-enter New PIN field.
4. Click Change PIN Password.

The Transceiver PIN is now changed.

{ Note: The default Terminal PIN is “0000”

| Tracking
Terminal PIN
& Enabled Disabled
Enter PIN:
[ Agely |

Change PIN Password:
Enter Old PIN:

Enter New PIN:
Re-enter New PIN:

Change PIN Password
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SIM PIN

1. Click SIM PIN to configure the SIM PIN settings.
2. Select Disabled if you do not need to set the SIM PIN.
3. Select Enabled to set the SIM PIN.

4. Enter the PIN number in the space provided and click Update PIN.

-
Note: The SIM PIN depends on the SIM card. Consult your equipment distributor if
necessary.

@ Enabled Disabled

Change PIN Password:
Enter Old PIN:
Enter New FIN:
Re-enter New PIN:
Changt PIN Pastword
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SIM PIN2

1. Click SIM PIN2 to configure the SIM PIN2 settings.

2. Select Disabled if you do not need to set the SIM PIN2.

3. Select Enabled to set the SIM PIN2.

4. Enter the PIN number in the space provided and click Update PIN.

Follow these steps to change the PIN Password:

1. Enter the old PIN number in the Enter Old PIN field.

2. Enter the new PIN number in the Enter New PIN field.

3. Re-enter the new PIN number in the Re-enter New PIN field.
4. Click Change PIN Password.

5. The Transceiver PIN is now changed.

Note: The SIM PIN2 depends on the SIM card. Consult your equipment distributor if
necessary.

SIM PIN2
& Enabled Disabled
Enter PIN:

Change PIN Password:
Enter Old PIN:

Enter New PIN.
Re-enter New PIN:

Change PIN Password

VI. SMS
To change the SMS service Center Address number, enter the new number in the
space provided and click Update.

T T T e A T R e

Remote Control Service Center Address

® SIM +870772001799

©User Defined +862161900000

e A
Note: Please contact your distributor or service provider if you do not know the Service

Center Address.

- J
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Remote control

Select Allow only listed numbers for secure mode, allowing only authorised mobile
numbers to send commands to the BDU.

Select ACK SMS remote command to receive SMS acknowledgement from the
BDU, after sending a SMS command.

_ SMS remote control: & Allow only listed numbers  © Allow all

Authorized Phone Number: 5591234567

ACK SMS remote command | |

|ebintatn,|

SMS Command Syntax
The following SMS commands are supported ( case sensitive):

SMS Command Syntax Action
BGAN, CONNECT To establish an IP data connection
BGAN, DISCONNECT To terminate an IP data connection
BGAN, REBOOT To soft-reboot the User Terminal
SMS Acknowledgment
Action Action
CONNECT DI T Ok, BGAN,ACK,CONNECT,ERROR
DISCONNECT BGAN,ACK,DISCONNECT,OK BGAN,ACK,DISCONNECT,ERROR
REBOOT BGAN,ACK,REBOOT,OK BGAN,ACK,REBOOT,ERROR

Example of a SMS acknowledgement on successful IP data connection:
BGAN, ACK, CONNECT, OK, “161.30.23.87”

Example of a SMS acknowledgement on unsuccessful IP data connection:
BGAN, ACK, CONNECT, ERROR
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VII. Wi-Fi
By default, the Wi-Fi is disabled.

T
Language

i LS e

Terminal Info T Ethernet ‘J‘ Telephony T PIN rl‘ SMS ‘l Wi-Fi Jr Tracking T Admin 'J‘ Support T Accounts 'J‘ About |

WIFI Setup

WIF| © Enabled @ Disabled

Security Settings

1. Select Enabled to turn on the Wi-Fi module.
(Go to Wireless Setting to enable Wi-Fi to be accessible by other devices.)
2. Click Update.
3. Once the Wi-Fi service is enabled, a pop-up message box indicates the
Wi-Fi service is activated.

.
Message from webpage u

|

/4. Update successfully completed

Please ensure that WiFi security is enabled with password protection to
avoid any unauthorised access, which might inflate your bill otherwise!

System Info
Shows you software version and MAC address.

Ethernet MAC Address: 00:02563:01:01:1c
WLAN MAC Address:  0k02b3:01:01:1d
Software Version: addvahe-srgw-em-1.1.37 (2011-03-30-15-52)
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Wireless Settings
1. Select Enabled to allow the Wi-Fi network access to Wi-Fi enabled

devices.
2. Choose ideal network mode, channel bandwidth and channel.
3. If required, Network Name can be renamed by user.

T&lephony |

Wireless Settings: @ Enabled o Disabled
MNetwork Mode: BOZ.11g =
Metwork Name (SSID);  Wideye GenericAP

¥ Allow SSID Broadcast

Channel Bandwidth: 20Mhz ~
Channel: 1 o

g

Secunty Sotings

Security Settings
Follow the steps to configure the security settings of the Wi-Fi module.
1. Select the security mode and authentication key.

Note: There are four sets of security passwords available for your security
configuration and you can only select one set of password.

2. Select the default key to enable the desire password from Key 1 to Key
4 respectively.

Security Mode: WEP =]

Authentication Type: Openk=y [-]

Default Key: =]
7 Key 1 |1 2345678901 2345678901 23456
4L

Key 2: [

Key 3: [

Key 4: [

Updte.

'WEF Key Instructions:

Enter 10 hex characters for 40/64 bits security.

Enter 26 hex character for 108/128 bits security.

Valid hex characters are digit O through 9 and letters A through F.
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VIII. Tracking

Settings

. Select Disabled if you do not need GPS reporting.

. Select Enabled if you need GPS reporting.

. Select either IP Data or SMS mode.

. Key in the desire frequency in seconds. (The time interval to update the server.)
. Key in the server phone number (SMS mode only).

. Key in the server IP address (IP Data mode only).

. Key in server Port number (IP Data mode only).

. Server Connection type is fixed to TCP (IP Data mode only).

9. Key in the Distance interval.

10. Key in the speed limit alarm.

11. Key in 3 authorized phone numbers (SMS mode only).

12. Key in number of Retries when the alert fails to send out due to unexpected error.

O N Ok~ WD =

_ GPS Reporting: @ Enabled @ Disabled

Mode: IP Data =
Tracking ID: E70Q0t

Server Phone Number:

Server IP Address:

Server Port: 0
Server Connection Type: TCP
Distance Interval: 0
Speed Limit (Alarm). 0
Authorized Phone Number (1/3):
Authorized Phone Number (2/3)
Authorized Phone Mumber (3/3):
MNumber of Retries: 2 (0 -255)

km/h
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Geo Fence

1.There are two ways to enter latitude/longitude:
a) Degrees, minutes, seconds.
b) Decimal degrees.
2. Select the desire latitude/longitude format.
3. Click the Add.
4. Select the alarm trigger type:
a)ln
b) Out
c) In and Out
5. Select the type of Geo Fence:
a) Circle (1 points, radius)
) Rectangle (2 points)
c) Polygon (minimum 3 points. maximum 10 points)
6. Key in the Latitude and Longitude values. Click Apply to confirm.

Rectangle Latiude]: 1120601 Edit | Delete | Apply
Longhudel: 103320214
Latitude2: 123 0601
Longitude2: 10354.0214

Add| Delete | Apply

Add | Deletz | Apply

Add | Deletz | Apply
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APN (Access Point Name)

This APN is configured to channel the tracking data traffic unlike the APN de-
fined under DATA> Primary profile which is used for user data traffic such as Web
browsing, FTP, Email etc.

By default, the SIM is selected which mean the APN stored in the Sim card will be
used for the tracking function.

Follow these steps to change the Access Point Name (APN):

1. Select User Defined.
2. Enter the new APN in the field space provided (e.g. BGAN-AU.INMARSAT.COM).
3. Enter the username and password if required.

g oot ] o] Jsotuns ] ) et e e

Access Point Name (APN):
@ SIM BGAN.INMARSAT.COM
© User Defined | |

Password:

IX. Admin
Change Password
Follow these steps to change the Web Console login Password:

1. Enter the old password in the Old Password field.

2. Enter the new password in the New Password field.

3. Re-enter the new password in the Re-type Password field.
4. Click Update.

5. The Web Console login password is now changed.

1Plllllll1miTTr:lmq_l;.umr-l._Iq)pu1|m_h._Tmn

Old Password: j
Hew Password: i
Re-type Pnlswur_c_l_': i_

| Update

i

i 1
ERGEEREN
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Firmware Upgrade
Firmware upgrade is to update your FBB BDU with the latest firmware. Please refer
to your respective distributor for your firmware download.

Warning: DO NOT abort the upgrading process or unplug the power of the FBB BDU
during the firmware upgrade process at any time. Doing so will corrupt the existing
firmware loaded onto the FBB BDU.

Follow these steps to upgrade the firmware for your FBB BDU:

1. Download or acquire the new firmware from your respective distributor and save
it in your computer’s hard drive.

Note: Make sure the FBB BDU is switched on and connected to the desktop/
laptop computer using the LAN cable.

2. Select Firmware Upgrade.
Read the Disclaimer message carefully before proceeding with the Firmware
Upgrade.

Head i rebool i the Fermwane Uipgrade Mode (Sale Mode). Please do it manualy if reboot failed

Fatmis Ungate
Disclaimer

Pleasa be informed that Smyeare upgrading ts done at your own risk and the equipmant manuischurer will not be held respensibde for any possible
matfunction or damage to the system due to upgrading the firmware.

I you encounter any problems or have any questions, please contact the equipment distributor for technical support

)

3. Click Firmware Upgrade.
The FBB BDU will reboot into Safe mode.

(Note: All LEDs will turn to amber colour and start blinking, which means it’s on Sate mode)

Waiting for Terminal to reboot into
safe mode.

110

The FBB Web console will appear. Re-log in using the provided username and
password.
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Note: If the FBB BDU web console didn’t appear, you can manually re-fresh the web

console by clicking the F5 on your keyboard.
-

p Favoribes _;émp;r,ngz.lss.l.ss,u 9*

4. Browse to the location of the new firmware, select, and click Upload.
5. Firmware upgrade will take approximately 10 to 12 minutes to complete.
6. You will be prompted with the Result: Firmware Upgrade Completed message.

WER CONSOLE

Safe Mode

k03 C217)

(R0 i - R

0B 18274304 - T

1. Click Reboot Terminal to reboot the FBB BDU.

WEE COMNEDLE
Safe Mode

BT AT [ - 0008

Result: Firmwae Upgrade Completed

b b T sl
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Reboot Terminal

If you wish to reboot the FBB BDU, click Reboot Terminal. Click Reboot and wait
for a few minutes to allow the TU to reboot. Refresh your browser to update the
Web Console page after reboot.

‘ Language [ Terminal lfo | Ethermei | Telephory I PiN_ | _SM5 ] Wikl | Trackieg | Admin Support | Accounts | About

Click on the button to reboot the Terminal

Finmmwane Lipgrade

Factory Reset
To perform a Factory Reset, enter the Security code 0000 and click Factory Reset.

Warning: All the settings and user data (e.g., Phone Book, GPS, etc.) of the FBB BDU
will be cleared and reset to the default settings. If you do not wish to lose critical
user data such as Phone Book, please use limited reset option available via Primary
Handset.

Terminal it Ethérmsst | T éhe pehicny Wi | Trackang | Admin Suppoit Ao NS |
Security code
Faciory Reset

NOTE:
Executing "Factory Reset” will reset all of the system cenfiguration settings to default values and clear all
user data from the non-volatile memory (e.g., phone book, call history, call logs, ete.).

—

Save Settings

To power down the FBB BDU Terminal Unit using the main power switch, it is rec-
ommended to save the recent setting changes. To save the recent changes, click
Save Now.

Admin | Support | Accounts | About

HOTE:

If you intend to power off the BDU using the main power switch, it is recommended to save the recent
changes in settings by clicking on this button. Otherwise, changes made in last 15 minutes might not be
saved in persistent storage memory. If you use the Primary Handset to power off the BDU, this action is not
required,

—
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GPS Output

By default, FBB BDU Transceiver Unit outputs the GPS data in NMEA format (at
9600bps) via the NMEA 0183 Connector for GPS output. For technician who
wants to diagnose the system, he/she may collect the debug log messages by se-
lecting Output Debug Log. Since the debug mode is not required for normal users,
it is recommended not to make any changes to this setting.

GPS output

© Qutput Debug Log (@ 115200bps)
® Dutput GPS Data (NMEA)

w4200

©9600

@ 15200

238400

0 S5TE00

115200

Update |

Ciphering

Enabling the Ciphering option will make the FBB BDU to exchange voice and data
in secure mode by encrypting them over the air. To enable/disable the Ciphering,
select the option Enabled or Disabled respectively and click Update to make the
change to take effect.

Change Passward Ciphering: Enabled # Disabled

Frrmware Upgrade lu‘)m ]

Retoot Terminal

Factary Resel H
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Remote access

By enabling the Remote Access option, user can remotely (from shore) access the
terminal’s web console via internet. In order to have a remote access, the termi-
nal should be set in Router Mode ( multi-user ) and a PDP context active. If there
is no active PDP context, the user can activate the PDP context by means by SMS
command.

Language Terminal info Ethemat Talephony Tracking Admin | ACCOUNts

Remote Access: © Enabled @ Disabled

(ot

To access the web console remotely, the user has to use the public IP address of
the PDP context.

User Activated PDP(s)
List of activated PDP({s) used for normal internel usage such as: web-browsing, emai, FTP, ete.

&« = € [ httpy//161.30.180.5/

Username: | |
Password: | | "enabied
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Backup/Restore

Data backup and restore refers to the copying and archiving of data so it may be
used to restore the device settings after a data loss event. Partial backup option is
a time saving method to replicate the same set of setting across different terminals
of the same model

It is recommended to save the backup data of the terminal in a storage media so
that in the event the there is any loss of data on the UT or primary computer, the
backup files will still be accessible.

Data backup/restore is easy to perform and can save the user a great amount of
time during the event of attempting service recovery after data loss.

There are 2 types of backup options.
1. Full backup — This apply only on the same terminal and not for distribution.
2. Partial backup - It allows distribution of certain settings to many terminals of the

same Model and Firmware version.

To restore the previous backup settings, you may click on Browse to locate the
backup file and restore accordingly.

Backup:
® Full backup (can only be restore on the same Terminal)
@ Partial backup (able to restore on angther Terminal of the same Model)
@ Selective backup
| Network Management
| Port Forwarding
| Firewall

§
il

g
a

Factry Fesat

© System Configuration

Restore:

MLRLL
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Web
This tab allows user to configure the web access.

- HTTP

For remote access of web console, the user can configure the port number differ-
ent from the default Port number: 80 if user wants to host a web server on the PC
attached to the UT.

- HTTP Redirect
When enabled is selected, a warning message will prompt user to activate PDP
connection before web browsing.

Ethe aiset Tohe pheny SMS | Wii-Fi Tracking | Ad

ALLOUNE
e e ot VY st o) POl Y (et | (it |

HTTP

Port B0 (1~ B5535)
HTTP Redirect

Status: O Enabled @ Disabled
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X. Support
Display information of the support telephone number, support email address, Sup-
port URL and Services URL. (The information shown is for sample purpose only.)

Inmarsat Distribution Partner Name: | ALPHA TEST DATA

Phone Number For Support: +A420TTIBI653

Support E-Mail Address: BGANTEST1@INMARSAT COM

Support URL: Ditp ASUPPORT INMARSAT COMMMI1T ASPX
Services URL: hitp FSUPPORT INMARSAT COMMMIZ ASPX

Xl. Accounts

Select Add to add new user.

1. Select Delete to delete specific user.

2. Select Change Password to change specific user’s password.
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9. USING THE NETWORK MANAGEMENT

The network management system enables the system administrator to setup differ-
ent user gro ups and manage how each profile is connected to the Inmarsat BGAN
network. The UT can support up to 11 different Network User Groups for different
types of services with their desir ed configuration and settings. Each Network User
Group has their own profile and settings su ch as QOS (Standard/Streaming) and
IP addressing (Static/Dynamic).

There are different types of connections to be chosen:

1. Shared Mode

2. Direct Mode

3. DMZ Mode

4. No Internet Access Mode

Shared Mode (Multi-user Mode)

Shared Mode is also known as Router Mode or Multi-user Mode. Routers which
operate at the Network Layer (level 3) understand routed protocols. A router
passes traffic between two logic ally separated networks whereas a bridge passes
traffic between two networks, which are logically the same. Therefore, if the inter-
face is in Router Mode, Network User Group and Network Classification will allow
connecting several PCs to LAN.

PC1

A,

192.168.1.40

o BGAN
S |:| R4k BGAN UT NETWORK

192.168.1.41 SR 161.30.180.88
switch Primary PDP context #1

PC3

192.168.1.42

Figure 1: Shared Mode overview diagram
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* NAT enabled; DHCP enabled

e When there is no active PDP context, PC 1 to PC N get a private IP address each
from the DHCP pool (Default range: 192.168.1.40 ~ 192.168.1.59)

e After a primary PDP context is activated, the private IP address will remained
unchanged.

¢ LAN IP to WAN IP address translation is handled by S-NAT

¢ WAN-IP to LAN-IP address translation is handled by D-NAT coupled with
Port-Forwarding.

¢ All secondary PDP context will ride over the primary PDP context (up to a maxi-
mum of 11 PDP contexts, including the primary PDP context)

e All connected PCs share the PDP context activated on the Router Mode
(multi-user)

e |t is not possible to activate a second Primary PDP context in Router Mode
(multi-user) for another external device to access

Direct Mode (Single User Mode)

Direct Mode is also known as the Bridge Mode or Single User. Bridges operate
at the Data Link Layer (level 2) and do not understand anything about any com-
munications protocol other than the physical medium (MAC), which is typically an
Ethernet. Therefore, if the interface is in Direct Mode, Network User Group can
get Global IP address and directly access the internet. Thus, it is possible to log
in from a remote location.

Before PDP activation:
192.168.1.40

PC 1

A

After PDP activation:
161.30.180.88

BGAN NETWORK

BGAN UT

Figure 2: Direct Mode overview diagram

¢ NAT disabled; DHCP enabled

¢ When there is no active PDP context, PC 1 gets a private IP address from the
DHCP pool (Default range: 192.168.1.40 ~ 192.168.1.59)

e After a primary PDP context is activated, WAN IP address (generally public IP
address) is assigned to the PC1 (E.g. 161.30.23.X for APN: “bgan.inmarsat.com”)

e All secondary PDP context will ride over the primary PDP context (up to a maxi-
mum of 11 PDP contexts, including the primary PDP context)

e |t is not possible to activate a second Primary PDP context in the Modem Mode
for another external device to access
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DMZ Mode

DMZ stands for demilitarized zone and it allows full bi-directional communication
between one client computer and the Internet. Therefore, if a computer is added to
routers DMZ, it will forward all incoming connections to that computer.

192.168.1.40 —

PC1
BGAN UT BGAN NETWORK

e

Ethernet 161.30.180.88
switch Primary PDP context #1

Figure 3: DMZ Mode overview diagram

¢ NAT disabled; DHCP enabled

¢ |In this mode, only one PC is connected and it shares the PDP context on DMZ
mode

¢ When there is no active PDP context, PC 1 gets a private IP address from the
DHCP pool

e After a primary PDP context is activated, the private IP address remains un-
changed

No Internet Access

No Internet Access Interface is also used for Network User Group like IP Handsets
because voice calls are terminated in built-in SIP server and converted to Standard
or Premium circuit switched calls. The user can access only the local network.
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Network Classification

Network Classification identifies which devices or computers are part of which Net-
work User Group and its entry classifies how it will register on the Inmarsat BGAN
network. The following configurations have to be defined:

1. MAC address

2. IP address range ( Optional entry, if using more one PC)

3. Subnet (Optional entry for IP address range)

4. Schedule filtered by Day and Time; i.e. to specify time frame and/or day of the
week that you want this rule to be active

MAC

Address IP Address Range Subnet Netwark User Group

FEEEEREEEEEEREERRE

ANY ANY ANY Default Goup

Select Create to setup at new profile.
Select Edit to change an existing Profile setting.

Wetwnih Maragement | Connection | Primary Protites | Secondary Proties | port Forwseding | Fiewss | prroe | misc

Network Classification

MAC Address:
IF Address Range:

Hebwork et Groug - = A

Network User Group Frofiel .

Schedule
& Ay Time of Dary
@ Specific Time of Day
Everyday Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Time (24-Hour Formaty: Fram: | |:[ ]
T

|Upttate | | Cance |
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Obtaining MAC Address

1. Open Command Prompt and type ipconfig /all.

2. The MAC address will fall under Ethernet adapter Local Area Connection >
Physical Address.

3. Physical Address is the MAC address, where the dash (-) should be replaced
with colon (;). Inthe example below, it should be written as 00:19:21:56:35:05.

Each device (IP address or MAC) and/or Schedule is classified to a certain Network
User Group.

Schedule filtered by day and time
The user can specify at the specific time frame and specific day/days of the week
for this rule to be active.

1. Any Time of Day
2. Specific Time of Day

The figure below shows that the Network User Group identified as PDP-1 can ac-
cess the network at any time on Monday, Wednesday and Friday.

Network Classification

MALC Address: 00:16:21:5635:05
1P Address Range
Subnet
Network User Group: FDP - 161, 30,18 - 161301805 »
Schedule

Any Time of Day

® Specific Time of Day
Everyday # Monday Tuesday & Wednesday Thursday & Friday Saturday Sunday
Time {24-Hour Format) From: 0o | ;oo |: oo
To 00 |00 |00
Update Cances
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Network User Group

Network User Group defines the group of computers and devices sharing one
common met hod for registration. In addition, it specifies how they are being regis-

tered to the Inmarsat BGAN network. It consists of the following parameters:

¢ Automatic or Manual registration with Inmarsat Network
e Global or Local IP address, i.e. Shared Mode or Direct Mode
¢ Quality of Service (QOS), i.e. Standard Data or Streaming Data

The UT can support up to 11 PDP contexts simultaneously.

For example,

1. One primary and 10 secondary for one group

2. 2 groups each consisting of (One primary + 4 secondary) +1 PPPoE.
Click on Edit for Default Group as shown the figure below.

Profile Name | Status | Connection Type || Auto Activation J—
Default Group|Disabled |Shared |Disabled [Edit
Profile1 [Disabled [Shared Disabled [Ex
Profile2 [Disabled [Shared Disabled |[Edi
[Profile3 [Disabled Shared [Disabled '
Profiled [Disabled [Shared Disabled [Edif
Profile5 | Disabled [Shared Disabled [Edit
[Profile6 __|[Disabled [[Shared [Disabled [Edif
[Profile7 ___|[Disabled _|[Shared _[Disabled Cait
[Profle8__|[Disabled [Shared |Disabled [Ed
Profiled [Disabled [Shared Disabled [Edit
Profile10  |[Disabled [Shared Disabled Edil
| Refresh |

Metwork Management Secondary Profiles:

Network User Group

Profile Name: [Default Group.

Status: @ Activate PDP Context & Deactivate PDP Context
o Always On (Auto PDP Context Activation)
& Firewall
0 Port Forwarding
O Remote Access
(1 Statistics Report

Connection Mode: | Shared v
DMZIP Address: | |.[ |- 1.[ ]

Primary Profile: Standard v

IFTP
0 Quick Link
& Quick Time Media
) Real Media
[ Streambox
0 Win Media
O Profile 7
= Profile 8
& Profile 9
& Profile 10

Update | | Cancal |

Secendary Profile:
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Profile Name:
User will not be able to change profile name for Default group. Profile names from
Profile 1 to Profile 10 can be changed as required.

Status:
Select Activate PDP Context for allowing internet access and Deactivate PDP
Context to forbid internet access.

Select Always On (Auto PDP Context Activation) to enable internet connect after
every ti me terminal is powered up.

Note: When Always On ( Auto PDP Context Activation) is selected, Time or Volume limit
will not be effective. (Navigate to Data > Primary Profiles, under Limited Connection.)

Select Firewall to enable Firewall setting for the profile. (Navigate to Data> Firewall.)

Select Port Forwarding to enable the Port forwarding rules for the profile. (Navi-
gate to Data> Port Forwarding.)

Select Remote Access to enable the Remote access setting for the profile. (Navi-
gate to S ettings> Admin> Remote Access.)

Select Statistics Report to enable Traffic statistics for the Profile.
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Traffic Statistics
Traffic Statistics screen displays the detailed traffic information of each network
user group, which allows the user to monitor the traffic and locate faults promptly.

Metwork Wanagement | Consection | _Primary Profies_| _Secondary Frofiies. | Fortformaning | Finewsil | Prpce | Miac

[161.3018 Joooowe| o | o Jojo| o |0 jo]oe| o0 | 0 ‘ o|lojo|ojofoe

[FESNSTRS  |161.30.1805) | 1 | . |

-;nromaz;: [ o JofoJoJoJoalo]o|] o JfoJojoJojJojo]
[Profie3  00:00:00 JoJojoJoJofofoa| o JoJoJoJa oo
|Prafiled o JoJo|o]oJoJoJo| o JoJoJoJoJo][o]
|Profile5 DlD_I}:DlﬂlD 0j 0] o Jjojojojojojoe
[Profies | [ o JoJofJoaJoJoJoJa] o [oJoJoJoJo]Jo
[Profle?  foc000] 0 | 0 | 0 [0 | 0 | 0 Jo o] 0| © [oJojolojo]o]
[Profies o JofofofofJafoloa[ o [ojojofofofn]
|Profiled o Jolo[oJoJo[ol o[ o [ofofJofolo[n]
[Profienn oaoooo] o [ o [ o [o[ o [ o [oJo[ o[ o [o]ofoJa[o/[o]

Redresh

Description of the items in Traffic Statistics

The items associated with the Traffic Statistic are defined below:

¢ Group Profile: Displays the name of the Network User Group.

e Duration: Displays the time duration of PDP context.

¢ Bytes Rx: Displays the total number of the received raw packets (including error
frames).

e Bytes Tx: Displays the total number of the transmitted raw packets (including
error frames).

¢ NAT Rx: Displays the number of the NAT processed inbound packets.

e NAT Tx: Displays the number of the NAT processed outbound packets.

¢ Direct Rx: Displays the number of the processed inbound packets without net-
work add ress translation (NAT).

¢ Direct Tx: Displays the number of the processed outbound packets without net-
work ad dress translation (NAT).

e DMZ Rx: Displays the number of the DMZ processed inbound packets.

e DMZ Tx: Displays the number of the DMZ processed outbound packets.

¢ Denied: Displays the number of the denied packets (received or transmitted).

¢ Dropped: Displays the number of the dropped packets (received or transmitted).
¢ ICMP Rx: Display the number of the processed inbound ICMP packets.

¢ ICMP Tx: Display the number of the processed outbound ICMP packets.

e TCP Rx: Display the number of the processed inbound TCP packets.

e TCP Tx: Display the number of the processed outbound TCP packets.

¢ UDP Rx: Display the number of the processed inbound UDP packets.

e UDP Tx: Display the number of the processed outbound UDP packets.
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Enabling Traffic Statistics

To enable the tracking of traffic statistics, navigate to Data> Network Manage-
ment> Network User Group.

Select Statistics Report under Status label.

Click on Update for the settings to take effect.

Network User Group

Profile Name: Detault Group
Status: ® Actlivate PDP Context  © Deactivate PDP Context
J Always On (Aute PDP Context Activation)
& Firewall

# Port Forwarding
# Remotle Access

¥ Statistics Report

Connection Mode: | Shared v
DMZ IP Address: g B B

Primary Profile: | Standard v

DFTP
Quick Link
Quick Time Media
0 Real Media
_ [0 Streambox
Secondary Profile: © Win Media
J Profile 7
Profile 8
Profile 9
O Profile 10

After enabling the Traffic Statistics in Network User Group page, go to the Traffic
Statistics page and refresh the page to for the changes to take effect.
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Attached Devices

Attached devices display the list of devices that is connected to the UT.

Hetwork Management [ Connection Primary Profiles l g

[ Device Name ||IP Address| MAC Address
[|MABELLEE-PC |[192.168.1.40] 72:28:62:6C:03:30

2 TESTTEAMACER|[192.168.1.43 D0.0A:E4:FA:08:4C

| Radrash

Examples of Network Management Configuration Setup

The following are examples for setting up the configuration for the following con-
nection types.

1. NAT or Shared Mode: The user can access the internet from NAT( Network
Address Translation) and sent and receive the packets from NAT.

2. Direct Mode: The user can access the internet and directly sent and receive the
pack ets to/from internet.

3. DMZ Mode: The user can access the internet from DMZ and sent and receive
the packets from DMZ.

4. No Internet Access Mode: The user can access only the local network.

To activate the traffic statistics, user need to activate the PDP context for each of
the Net work User Group and choose the appropriate connection mode. Refer to
section under “Enabling Traffic Statistics”.

The Traffic Statistics for Default Group will be illustrated in the first three modes
(NAT or s hared mode, Direct mode and DMZ mode). Two network user groups
identified as Default Group and No Network group will be created to illustrate for
“No Internet Access Mode”.
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NAT or Shared Mode

Navigate to Network User Group and click on Edit for Default Group as shown the
following figure.

[Profile Name|| Status | Connection Type |  Auto Activation | —
Dafault Gmup{[ﬂi&ﬂblﬂd [[Shared ||Disabled ([Edi )
AL [Disabied Shared __[Disabled %
Profie2 __[Disabled __|Shared _ [Disabled _[Eau
Frofile3  |Disabled [[Shared |[Disabled [Edit|
Frofied  ||Disabled [[Shared |[Disabled it
Profile5  |[Disabled [[Shared [Disabled [[Exil
Frofile6 | Disabled Shared |[Disabled [[Exi]
Frofie7 | Disabled Shared |[Disabled [Edi|

[Frofie8 _ |[Disabled Shared |[Drsabled [Edi]

[Profied  |[Disabled Shared |[Drsabled [Ed]
[Profilel)  |[Disabled Shared |[Disabled [Edit]

|:Eiadrmad |

The following are the configurations to be made:

e Profile Name — Default Group
e Status — Activate PDP context
e Connection Mode — Shared

Click on Update for the settings to take effect.

2 Firewall
5 # Pont Forwarding
# Statistics Report

(‘.’:onnwﬂun Mode: | Shared r)
DMZ IP Address. | ]

Primary Profile: | Standard v

IFTP

D Quick Link
O Quick Time Media
) Real Media

Secondary Profile; "meiim;‘:

@ Profite 7

& Profile 8

U Profile 9

O Profile 10

Updats | | [ Gancel|

Hi bveced i Msiruieg v il I Connecison I Prumary Prodilea 1 Secondary Prodilea I Poail Forwemndang ] F arcwadl I PPPoE | Minc

# Always On (Auto PDP Context Activation)

i N
Status: & Activate PDP Context) © Deactivate PDP Context
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Next, open command prompt and enter the ping 8.8.8.8 —n 1 for sending the one
packet. | f you want to send 10 packets, you can write 10 instead of 1, i.e. ping
8.8.8.8. —n 10. You will see successful pinging session with reply.

-MANING1 >ping 8.8.8.8 -n 1

Go to the Traffic Statistics page.

ICMP ICMP TCP TCP

Bytes Bytes MAT MAT Direct Direct DMI DMZ I
Duration Rx G Denled Dropped R | T | Roe | T

Te |Rx | Tx | Rx Tx Rx | T

Hr&unl

Click on Refresh and you will observe that the time duration, Bytes (Tx & Rx), NAT
(Tx & Rx), ICMP packets (Tx & Rx) and TCP packet (Tx) have increased.
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Group s NAT. . i MPICMP TCP TCP UDP |UDP,
Profile M"F’:b:.::n Rx | Tx mnmumrcm Tx |Rx | Tx | Rx | Tx
Cofaut

a7 A K 0
Grop | mas@::@ Dlolofole]l o | o |[AD|ED|0
[Group1  §000000] 0 | 0 |00 0 10 |00 O o oo Jofofo]o
fGrowp2  Joooooo] 0 [0 (oo o [ o [oJo| o [} 0 Jofofofo]o
fGroww3 000000 0 [0 JoJo[ o [0 JoJo[ 0 0 JojJojJojojo]o
[Grewpd — Joooooof 0 [0 Jofof o {ofofol o | o o Jofofofo]o
GrowpS 000000 0 | © |0 (0| 0 J 0 Jojoj 0| 0 Joygojojojojo
Growp€  $000000] 0 | 0 0 J0 | 0 |0 (oo 0 0 JoJojJojojo]o
[Group7  J000000] 0 | © |00 0 1 0 |0Jol 0 | © Jodlojojojojo
jGrowp®  J000000] 0 || © |0 10| © | 0 JO0fOo] © | © [o0fojJojojojo
jGroup®  J000000| 0 | © |0 |0 | 0 | 0 Jofo] 0o | 0 |ojojojojojo
s 11 B ' 1] i i i i 1] i i n i 1] 1] i i n] i

To receive TCP packets, open Internet Explorer and enter any web page URL.

i.e. www.yahoo.com

,Wﬂ. : (Bl o oo

T [ —— | |52 e e sty o @

¥ Lipen 17 prus memaraze Wb Bmages  Viso W
YAHOO! |

SINGAPORE

HotPchs Wbeo 213 Ead CiTretverid Uavies in Segascrs Cremimen O
@ HouE B vamoo
Cacmreiar 27, 3012 1 wares mm

YAHODN SITES. o 6m
(=R
B uessenger
=
Finance (5714

3 emermement
B3 moresn viere

Rider rams: bike into woman in Woodlands ‘[
A shot ke an i camers = T N 1 S C

G moppng Ahows MOMEnts bHloe 3 EAORINIEN | - FuF tres s asmt 2
WS FUR OWN N WOOTIENGE Rew bgha™ = Ligdire B%G Lp =
W wovies
W) T
sl Ficr
EJ Answers
i o
| e o et v ] el R S S [T ea———
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Go to the Traffic Statistics page and click on Refresh. You will observe that other
than the increase in duration, Bytes (Tx & Rx), NAT (Tx & Rx), ICMP packets (Tx &
Rx), TCP packet (Tx), TCP packets (Rx) and UDP (Tx & Rx) have increased too.

Conneciion | Primary Profiles | Secondary Profiles | Porl feswarding | Firewall | PR
| L B 1|

(Pi::;: Duration B:t:s B?:u N;ﬂ Nﬁﬂ D:;ut ui‘lr_:ct DRT n;? Denied Dr “p“irc: lcTn;P.T;:xP.'T_It_::P. L;J:' U_I:;P
Diefault | l —_— |
Group 000622 633808 67s3s83z2(7as)) o | o Jofo | o 0 1 || 32 {772 :@ 50 | 65
161.30.23.71 I M [y
Group1 Joooooo]| o J o oo o o oo o 0 Joof[oJoo]o
Group2  Joooo0o] o | o o oo o [elfo] o 0 JoJojofoo)fo]
Group 3 oooooo| o 0 [oflo[o [ o Jojo] o 0 0o Jofojffofofo]
Group4  |[ooocoo] o 0o [ofo]fojfo oo o 0 0o [oJojfofo]o]
Group 5 000000 o0 0 0o [i] 1] [l 0 0 Q OfjojfojjoNo]
Group& 000000 0 0 [ofloffoJoJojlo] o 0 0 [offo]Jofo]o
Group 7 ponooo| o 0 Jofol[o o Jojol o 0 Jofofojfofo]o]
Group8 foooooo] © [ o [ofofofofojffo] o 0 0f0jojjojoyo
Growpd _ Jfoooo00] o Y o fofojfofo fojfoj o J o JoJofoffofofo]

Direct Mode

Navigate to Network User Group, click Edit in the Default Group row and select
the Direct in connection type.

Click on Update for the settings to take effect.

Metwork Management Primary Profiles PPPoE

MNetwork User Group
] T
Status: ® Activale POP Context © Deactivate PDF Context
¥ Always On (Auto PDP Context Activation)
0 Firewall
¥ Port Forwarding
# Statistics Report

Connection Mode:  Direct ¥ )
:mmmu..... — o @B B |

Primary Profile: | Standard bl

CFTP
£ Quick Link
£ Quick Time Media
[ Real Media
. £ Streambox
Secondary Profile: & Win Media
[ Profile 7
0 Profile 8
[ Profile 9
o Profile 10

(o] (s
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You will see the changes in the following figure. Under the Auto Activation column,
the PDP IP address (161.30.23.232) is shown.

Mirtwor K Managdmaen Cornection Primary Picdilos SeCondary Profies Paft §of wal ding i il PRPoL

Profile Name | Status | ConnectionType | Auto Activation

Disfault Group |[Enabled Direct [Enabled - 1613023232 | |[Edit
Giopl __ [Disabled IShared [Disabied _JEd
Group 2 Disabled |Shared Disabled [|Ectic
Group3 _|Disabled Ishered Disabled JEdit
Group 4 Disabled [[Sharad |[Disabled |[Edi]
Group 5 |Disabled |Shared |Disabled J[Eat
Group 6 Disabled Shared |Disabled [[Extic
Group 7 Disabled |Shared |Disabled |[Edit
Group 8 Disabled |[Sharad |[Disabled |EEdi
Group 9 Disabled Shared |Disabled |Eatit
Group 10 ||Disabled [Shared |Disabled [Edit

[Refush |

In direct mode, the packets are sent directly to the internet, which means that
there are no interfaces like NAT or firewall. Therefore, there is a need to change
the PC’s IP address to the PDP’s IP address.

To change the PC’s IP address,
1. Go to control panel and click on View network status and task.
2. Click on Local Area Connection.

IR - Corii o » ek st et > sk s S Comtor =+ ] S Cnrmiponet |

Contred P, Hamg i P " " 4
- View your basic nebwork information and set up connections
Mlange wrtieis netwiiks * i Q Se full map
e et SAMPSON-PC addsbcem.sg h—
Charege scvanced sharing (This computes)
At WView your sctive networks Cemnect oo dnconnect
addivaliie.com g Aroes type rfternet
Darman astwardk € § Leal Avea Connection
Change yous rebwarking settngs
SE1UD & W COARECIRR BF NeEtw ol
" Setwp o wieless, beosdband, dial-up, sd hoc, or VPN connection; o set up & router or sooess point.
'& Coneect to @ netwaork
Cenmect or recennect fo 8 witele, wited, dial-up, or VPN network connection.
Chacia Bemegreup and tharing sptiont
Hcoess files and prinbers located on other retwork computers, or change sharing settings.
Sex sk
E Troubleshaot protdems
P Disgncsn and repair netveork probloms, or get troublathosting infoemation.
Intermat Dptions
Windows Frewall
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3. Click on Properties.

P4 Connectivity: Intermet
TPvs Connecthily: Mo Intermet aocess
Media State: Enabled
Duration: 6 days 23:04:32
Speed: 100,10 Mbxps
Activity
St — & — REtEheed
E-4

Bytes: 267,338,494 | 571,158,512

[ Hipropertes | | FjDisabie || Dignose |

4. Double click on Internet Protocol Version 4 (TCP/IPv4).

This connection uses the following bems:
Chesnt fiowr Mizrosoft Natwarks

=]
i J& Virtual PC Network Fiter Driver
b BGoS Packet Scheduler

- Link-Layer Topology Discovery Mapper 140 Detver
¥ . Link-Layer Topology Discovery Responder

(s ) [ Uweat | [ Propetes. ]

Transmission Control Protocol/ Internet Protocol. The default
wide area network protocol that providas communication
Berods diosnss ntercarscted natwieds,

Lok || cecel |
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5. Change the PC’s IP address to the PDP’s IP address.

ntemet Protacol Version 4 (TCR/IPvd) Properties [*@E

General

Yiou can get IP settings assigned automatically if your neftwork supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate I settings.
Obtain an IF address automatically
& s the folowing [P address:

IP address: 61. 30 . 23 .32
Subnat mask: 255 . 255. 0 o
Default gateway: 192.158. 1 .3

B Use the following DNS server addnesses:
Preferred DNS server: g .8 .8 8

Alternate DNS server:

Walidate settings upon exit Advancad

Next, open command prompt and enter ping 8.8.8.8 —n 1. You will see successful
pinging session with reply.
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C st ian Pyamary Profdss Secendary Proliles Pari Forwar ding PPk

] s s NAT[MAT rect|DMZ DMZ ICMP ICMP [TCF|[TCP [UDP UDP|
EGWPM“.WPE: ‘B.I’?: |Rxlln_rm"“ﬂ°'n Rmz} Tx_[n«iuoj;nmm_ o !'n: ko kg i
131.33.%?5?2 CIJ.USZd-BiSiSﬂ?E 24085 O | 0 IS&B 295 i 1] l o o 1 16 || 309 EtSi 6 | 62
[Group1 jooor00) 0 o jojjojfofofojof o 0 JojJofojojfojo
Group 2 ooooo0]| o o [ofofoJoJofol o 0 o JoJojoffofo]
Group 3 ooo0oo][ o o JoflofoJoJoJo[ o 0 o JoJo]ofoo]
Group 4 000000 0 i} 1] i} 0 i} 9,..:_9_ 0 o i} 1] 0 0 0 “EI
[Group 5 loo.o000] © o Jofojfo JoJofo] o 0 o fojJojofofo
GroupS  Joooooolf o | o Jojfoff o Jofofof o || o fJojJojojojjojo
lGroup 7 oooooo]| o o [offolfoJoJeo] o 0 o Jo ol o]o]o
Group 8 o000 o o Joffof o oJfoefoll o 0 0o JoJojojfo]o]
Group 3 000000 0 0o ool oo ool 0 oJojojojofo
Group10  ooo000] o o oo o Jo oo o 0 JofJofofojofo

]

DMZ mode

Navigate to Network User Group, click Edit in the Default Group row and se-
lect the DMZ in connection type. Input your computer IP address in the DMZ IP
address box.

Click on Update for the settings to take effect.

Mefwodi Mg

Hetwork Clidafic aiaon
Al =

Frimary Proliles Secondary Frofiles Poat | crwarding

Metwork User Group

- Profile Mame: ﬁl"ﬁl‘ﬂl@
Status: ® Activate PDP Context © Deactivate PDP Conlext
m # Always On {Auto PDP Context Activation)
) Firewall
=== ¢ Remoie e
# Remole Atcess

# Slalistics Report

Connection Mode: | DVZ ]
DMZ IP Address: [152].[162].1 |.50 |

Primary Profile: | Standard ¥

BFTP

0 Quick Link

@ Quick Time Media
O Real Media

& Streambox

0 'Win Media

& Profile 7

[ Prafile &

O Prafile 9

& Profile 10

Secondary Profile:
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The following figure shows that connection type is updated to DMZ.

Profile Mame ! Status ! Connection Type ! Auto Activation !
{[Defautt Group |[Ensbled oMz [Enabled - 161.30.2272 [[Edif]|
Group 1 Disableg [Shared [Diszbled Edit|
Group 2 Disabled !S!‘ared |D|sabled ;;l_ri
[Group 3 [Disabled [Shared [Disabled [Esit]
[Group4  |Disabled |Shared [Disabled JIEdis
Group5  |Disabled [Shared [Disabled [Eait
Group 6 Disabled [Shared [Disabled [Edit
|Grnup? |Dliahled iSr-ared |D|$abled |’r__;l_l
lGroup s |Disabled (Shared [Disatiea [Edit|
Group3  |[Disabled |[Shared [Disabled il
Group 10 |[Disabled [Shared [Disabled [Edit]

Next, open command prompt and enter ping 8.8.8.8 —n 1. You will see successfu |
pinging session with reply.

Hinimnun

Navigate to the Traffic Statistics page and click on Refresh. You will notice that the
duration, Bytes (Tx & Rx), DMZ (Tx and Rx), ICMP packets (Tx & Rx), TCP packets
(Tx & Rx) and UDP packets (Tx & Rx) have increased.
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Conmection | Pramany 2 1 Secondary Frofdes Forl Horeae ding | Fwewal | Piwok

Dafaul | P ™ T [ |
\Group l00:03:18 fe3seooieassl o o || o | o (13ss|722]) o ] 1| 1 [rasaf7zo] 1 || 1
161.30.22.72 | | |
(Grovp 1 10000008 0 4 0 (00 0 §o0 ool o S Loy oyoyoyol
Growp2  Joooooo] 0 | o JojJofofJofofoJ o ff o JofoJofojojo]
Growp?  |j000000] O 0 JoJolfoJoJolo o 0 0 [oJoJoJo]o
Groupd  |joo0000]| o 0 JoJoffofJoofjol o 0 cfofJofofofo
iGroup 5 {00 Dk (e 1] 1] 1] 1] i} 0 1] 1] 1] 0 0| O 1] LS U
Group & |[000000] 0 0 Jofoffofeoe]ojo] @ 0 clojoffofo]o]
Group? o000 0 [ o oJoj[o o JoJof o ] 0 JoJoJojJol|o]
Groop8 000000 o o ool o o ool o 0 cffofJoffoolo]
Grep9 o000 0 [ o0 JoJoj[o Jo oo o 0 JojJoJoffofofo
Growp 10 o000 0 [ o Jofofo T o foefoel o 0 oloffofofo][o]

Baiush |

No Internet mode
In No Internet access mode, you will see how it works using two network user
groups call ed Default group and No Network group to do the illustration.

2 profiles will be created to demonstrate the differences between Shared mode
and No int ernet access mode. Navigate to Network User Group and click on the
Edit on the first row to create the Default Group.

Hetwor k Managemend Connecion Pramary Profiles Secondany Profiles Pori Forwa ding [E LS

Profile

Hame | Status Connection Type | Auto Activation r
|Disabred Shared lDisablad @)
[Disabled Shared [Disabled [Edit
[Disabled [shared [Disabled [Edit
[Disabled Shared [Disabled it
Disabled Shared [Disabled [Ecit
Disabled Shared [Disabled Edit
Disabled Shared [Disabled Edit
Disabled Shared [Disabled [Edit
Disabled Shared [Disablsd Edit
[Disabled Shared [Disabiad Edit

(Group10  |Disabled {Shared |Disabled Edit| |

The following are the configurations to be made:
¢ Profile Name — Default Group
e Status — Activate PDP context

e Connection Mode - Shared

Click on Update for the settings to take effect.
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MNetwodk Manageament Connection

Pramasry Profiles Secondary Profikea

Network User Group

Network Classific ahon

T a—

(Proﬂh Hame:

® Activate PDP Context 0 Deactivate PDP Context

#® Always On (Auto PDP Context Activation)
& Firewall

# Port Forwarding

# Remote Access

# Statistics Report

(cmn«:mn Mode: | Sha

DMZ IP Address:

Primary Profile:

Secondary Profile: & Win Media

| Standard |

EFTP

& Quick Link

@ Quick Time Media
O Real Media

O Streambox

& Profile 7
& Profile &
O Profile 9
& Profile 10

| ) | (]

PRifak

The figure below shows the configuration settings for No_Network Group in No

Internet Acc ess mode.

PPPot
tus i tion Tyoe | Auto A ra
fault Group [Enabled iShared nabled 1§
rofiat jganled Ienarad anlad /| —|
Frofile2 Disabled Shared Dizabled
Frofile isabled [Shared bled
rofiied isabled [Shared Eblw
rofiles Isabled [Shared bled
Profiles Disabled Shared Dizabled
Frofile’ Disabled Shaned Dizabled
Frofiled Disabled Shared Disabled
Frofiles isabled [Shared bled
rofile10 isabled Bhared isabled %
Refresh

Click on the Edit at the second row to create another group called No Network.
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The following are the configurations to be made:
¢ Profile Name — Default Group
e Status — Deactivate PDP context

e Connection Mode — No Internet Access

Click on Update for the settings to take effect

PPPoE

Metwork Management Primary Profiles Secondary Profiles Port Forwarding

Metwork User Group

(Protie Name )

Status: © Activate POP Context(_® Deactivate PDP Context )
0 Always On (Auto PDP Context Activation)
£ Firewall
1 Port Forwarding
0 Remote Access
# Statistics Report

Connection Mode:
DMZ IF Address:

Primary Profile: | Standard v

FTP

Quick Link

Quick Time Media
Real Media
Streambox

Win Media

Profile 7

Profile 8

Profile 9

Profile 10

Secondary Profile:

The figure below shows the configuration settings for No_Network Group in No
Internet Access mode.

Secondary Profiles Pori Forwarding Firewail
[Profile Name | Status Connection Type | Auto Activation 1
‘ﬂ)&faun Group|[Enabled Shared Enabled |[Esi]
[No-Network |[Disabled Mo Internet Access |[Disabled [[Edit]
[Profile2 |Disabled Shared Disabled |Edi]
[Profie3 __|[Disabled Shared [Disabled [Edi
([Profiled Disabled Shared Disabled [[Edit]
([Profiles Disabled Shared Disabled [[Edi
[Profiles  [Disabled Shared [Disabled |[Edil]
[Profile7 |[Disabled Shared [Disabled ||1-:Tu||
[Profiles __|[Disabled Shared [Disabled [[Edil
[Profiled |Disabled Shared |Disabled | Edi]
[Profile1d  |[Disabled Shared |[Disabled [[Edi]

Next, navigate to the Network Classification Page to create the network classifica-
tion for both of the user groups..
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Secondary Prolkes Forl Foiwesideg

IP Address Range MNetwork User Group

Click Create on the first row to create the Network Classification for Default
Group. IP address Range — 192.168.1.40 — 192.168.1.50
i.e. the IP address range that you wish to be active the PDP in shared mode

Network User Group — Default Group

Click on Update for the settings to take effect.

Pramary roliles.

Secondary Profiles

R

MALC Addrgss:

(IPMGTB&SRHI‘W. 152 |.168|. - |40 152 . 168 |. |1 50 )

Trafic S Smnﬁl ; 7 ’ ]
T e r———r—

Schedule

® Any Time of Day

2 Specific Time of Day

Evaryday Monday | Tuesdy  Wednesday © Thursday © Frday — Saturday
Time (24-Hour Format). prom-
Ty

Sunday

You will see the updated information on the Network Classification page.
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Aml ] IP Address Range I Subnat Network User Group |
I

m 1 192.168.1.40 - 192 168.1.50] Dedault Group ] JEct | Datete
= | =

el

Click Create on the second row to create the Network Classification for No_Net-
work group.

IP Address Range — 192.168.1.30 — 192.168.1.34

There is no internet access for PCs with IP addresses within this range as the
packets sent from these PCs will be dropped or denied. If the computer in use has
an IP address of 192.168.1.30, any packets sent from this computer will be denied
or dropped.

Network User Group — No_Network

Click on Update for the settings to take effect.

e
(Ipmassﬁanqs vaz].[ea]. 0 ].B0 - [ea].[ws].[n M )

e CICICT
Afachad Davices
-(H-muurﬁrnup No-Network v )

Schedule

& Any Time of Day

Specific Time of Day
Everyday Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Time (24-Hour Format): From

To

[ e [

After updating the above setting, you will be able to see the updated information
on the Network Classification page.
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MAC

Address IP Address Range | Subnet | Network User Group
[ hs2.168.1.40 - 1592 166.1.50] |Detaun Group \
(52168130 - 192 166.10.34] Tio_Netwark )

Next, open command prompt and enter ping 8.8.8.8 —n 1. You will see unsuccess-
ful pinging session with reply. You will notice that the reply is “Destination host

unreachable” as the IP address of the computer in use for No-Network user group
is 192.168.1.30 (within the pre-set IP address range), it cannot ping to the Internet.

After that, go to the Traffic Statistics page and click on Refresh. You will notice
that packets transmitted and received in Default Group and packets are denied in
No_Network Group.

Frewal m

| g::;.: ouraton ra;t:s B:‘,r‘t:s [N;T H&T{BE& [ni{_: et n;:{z |::1r_«:z Denisd Dropped|' Rh;P rc;.lp TIS:?':':: ugip -LI_E(PI
{Defaut —— ' ] '
ISruup PO0556 || 7T || 5TB || 5 6 o 0 i} 0 0 ‘ 0 0 0 0 1] 5 3]
[161.30.22.77 |

fio_ Network 000000 0 [ o oo o J[o Jo o 24 o o ojoffojofol]
fGroup2  Jo0:00:00] 0 [ 0 o (o) o J[ o Jo o) 0o | o oo ofojo ol
fGroup3 foooooof o [ o oo oo oo o | o Jofojofofojfo]
[Groupa  0000:00] © || 0 o0 0 O Jo o) o | © Jojojojojlo]ol
lGroww 000000 0 [0 oo o [0 o o[ o [ o [o]ojofolo]ol]
fGroup6  oooo0o] 0 [ 0 oo oo JoJo[ o [ o JoJoJoffofofo]
ferop7 oooooo] 0 [ o oo o o Joo[ o [ o [oojofJofolo]
fGrops  Jooonoo] o [ o [oJol[o [ o [ofo[ o [ o« Jo[ojofo]ol]o]
ferops  Joooooo @ [ o [oJo][ o [ o [aJoj o | @ [o[ojofo]ol]ao]
[Group10 Joooooo] 0 o [o oo o JoJJo[ o [ o o ojofoofo]

Refrash
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10 TROUBLESHOOTING

General LED status

BDU LED

LED behavior Descriptions / Remedial Actions

Off BDU is in power-off state.

Steady amber BDU is powering up.

Steady green BDU successfully powered up.

Steady red System failure during boot up or operation. User action required.

Antenna LED

LED behavior Descriptions / Remedial Actions

Off ADU status is unknown.

Steady amber ADU is powering up.

Blinking amber ADU is calibrating.

Blinking green System is searching for satellite.
Steady green System is locked onto a satellite and ready for use.
Steady red System failure in ADU. User action required.

Network Registered LED

LED behavior Descriptions / Remedial Actions

Off System is not registered to the network. Network service is unknown.

Blinking green Ready for packet data only.

Steady green Network registration succeeded. Full network service available.

Blinking amber Ready for voice only.

Steady red System failure in network registration. User action required.
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SIM Card

Symptons Descriptions / Remedial Actions

e Ensure that a correct Inmarsat SIM card is used.

g:ahr?ng?:e detected e Ensure that a SIM card is properly inserted into SIM Card slot.
BDU ¢ Retry by re-inserting the SIM card into SIM Card Slot before

powering up the BDU.

BDU indicates

“Wrong SIM Card” ¢ Ensure that a correct SIM card is used.

GPS Output

Symptons Descriptions / Remedial Actions

Unable to acquire GPS ¢ Ensure that there is no blockage for the antenna.
even after a long time ® Ensure that the antenna cable is secured properly.

No NMEA string output * Ensure that there is a proper connection at the GPS output port.
from the GPS output e Ensure that the GPS output is set to Output NMEA data via the Web
port Console.

PoE LAN Port (RJ45)

Symptons Descriptions / Remedial Actions

e Ensure that the Ethernet Cable is plugged into the PoE LAN port (RJ45)
or the standard LAN port (RJ45) correctly.

b9 L e e T e Check to ensure that the Ethernet Port on your PC / Laptop is working

fine.
Unable to acquire IP e Try to unplug and reconnect the Ethernet Cable.
address. PC shows ¢ Try to reboot the BDU.

“Limited connectivity” e Try to restart your PC/Laptop.

® Ensure that the LAN indication LED is active.

e Ensure that the IP address of the BDU is set correctly.

e Make sure that there is no firewall or proxy settings in your PC/laptop
that prevent access to the BDU.

Unable to ping my BDU
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RJ11 Phone Port for Standard Call

Symptons Descriptions / Remedial Actions

e Make sure that there is dial tone before making the call.

For the case of busy tone,
o Ensurethatthelineisnotengagedbyanyother telephone services.

Unable to make o Ensure that all other telephony devices are hung up properly.

outgoing call i
For the case of no dial tone,

o Ensure that the phone line is connected to the phone port of the BDU.
® Hang up and retry the call again.

e Ensure that the line is not engaged by any other telephony devices.
Unable to receive e Ensure that all other telephony devices are hang up properly.
incoming call e Ensure proper BDU LED states.

e Ensure the phone ports are configured correctly.

® The audio may clip when use with some phones in high volume.

Distorted audio Please lower the volume of the phone in such situation.
during outgoing/ * Please temporarily disconnect any data connection since high throughput
incoming call may affect the quality of the audio.

e Hang up and retry the call again.

Primary Handset

Symptons Descriptions / Remedial Actions

No display/power e Check the DC power supply input to the BDU.
for Primary handset e Check the primary handset is properly inserted to the handset port.

Unable to connect

to the BDU e Ensure the primary handset is inserted to the handset port.

e Ensure a correct number format is being dialed.
Unable to make

N e Ensure proper BDU LED states.
outgoing call

* Hang up and retry to make the call.

e Ensure that the line is not engaged by any other telephony devices.
Unable to receive ® Ensure that all other telephony devices are hang up properly.
incoming call e Ensure proper BDU LED states.

e Ensure the phone ports are configured correctly.

¢ Ensure the Primary Handset connector is inserted into the handset port
properly.

® Hang up and retry the call again.

¢ Try to reboot the BDU.

No audio during
incoming/outgoing
call

¢ Lower the volume of the Primary Handset.

e Please temporarily disconnect any background data connection since high
throughput may affect the quality of the audio.

® Hang up and retry the call.

Distorted audio
during incoming/
outgoing call
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web Console

Symptons Descriptions / Remedial Actions

e Ensure that there is no problem with the Ethernet connectivity.
Unable to access

Web Console ¢ Ensure that IP address is entered correctly.

¢ Try to refresh the browser after correcting the problem.

e Ensure that correct username and password are used (Password and
username are case sensitive).

Unable to login e Ensure that you do not open more than the maximum Web Console
sessions allowed.

¢ Retry by closing and reopening the web browser.

Web page does not
seem to be

updated or there are
unexpected errors
occurred.

¢ Refresh the web page.
® Update the web browser to the latest version and retry.

Data Connection

Symptons Descriptions / Remedial Actions

e Ensure you are using a valid APN.

e Ensure that the signal strength is good.
Unable to active

Primary PDP context ¢ Ensure that the PS status icon is highlighted.

e Ensure your SIM card supports PS services.
® Ensure your prepaid credit is not exhausted

¢ Ensure proper PC/laptop Ethernet settings.
Unable to access

internet after
successfully Primary  Ensure that the PC/laptop is configured to obtain IP address

PDP context activation automatically (DHCP) or with static IP address in the range:
192.168.0.1 - 192.168.254.254

e Ensure no firewall/proxy settings are preventing access to the BDU.

e Ensure feature is enabled via Web Console.
“Always On” feature is

N * A standard background connection has to be manually activated for
not working

the first time after enabling this feature.

Data Connection

Symptons Descriptions / Remedial Actions

Unable to enter safe
mode. BDU continues
to start in normal mode.

e Make sure that the safe mode button (the button besides the SIM card
slot) is pressed and held securely until all LEDs turn into amber colour.

* Make sure that you are using the correct firmware upgrade package.

e Make sure that there is no interruption of power supply during
firmware upgrade.

e Retry firmware upgrade.

Firmware upgrade fails
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Antenna / Satellite Signal Level

Symptons Descriptions / Remedial Actions

e Check any obstruction such as the hull or monkey bridge of the vessel
that may block the ADU’s line of sight.

e Check any interference signal from other electronics devices that are
close to the ADU

Low Signal Strength .
e Check to ensure that the antenna cable is properly secured.

* Depending on the antenna’s location on the vessel, the vessel’s route
may cause the ADU’s line of sight to be blocked by any structure of
the vessel, depending on the elevation of the satellite.

System fails to power up

Symptons Descriptions / Remedial Actions

¢ Ensure the power switch on the front panel is at “On” position.

¢ To reset the circuit breaker on the front panel by depressing the lever
of the circuit breaker inward fully and release.

e Check to ensure that the input DC power will have at least +24VDC,
10A or +12VDC, 20A.

No light appear on
BDU LED.
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Technical Specification

Model Specifications

Intellian FB250/500 Fleetbroadband Terminal

Dimension and Weight

FB250 Standard: 13 x 12 in (33.1 x 30.5cm) / 7.27 Ibs (3.3kg)

FB250 Intellian i2 Matching Dome:
14.7 x 15in (37 x 38.1cm) / 7.27 Ibs (3.3kg)
FB250 Intellian i3 Matching Dome:

ADU 16.9 x 17.3 in (43 x 44cm) / 10.58 Ibs (4.8kg)

FB250 Intellian i4 Matching Dome:

19.7 x 21.2 in (50 x 54cm) / 11.02 Ibs (5kg)

FB500: 28.3 x 27.6 in (72cm x 70cm) / 34.1 Ibs (15.5kg)
BDU 14.1 x9.8x2.6in (36 x 25 x 6.7 cm) / 8.5 Ibs (3.9 kq)
Handset 55x2.2x0.8in(14.2x5.6 x2.2 cm)/ 0.8 Ibs (0.39 kg)

Environmental Conditions

Operating Temperature -25°C ~ +55°C / -13°F ~+131°F

Operating Humidity [ADU]JEN60945,[BDU]95%non-condensingat+40° C
Water Ingress [ADU] IP56, [BDU] IP31
Approvals Inmarsat FleetBroadband / R&TTE / CE / FCC
Warranty 3 Years Parts and 1 Year Labor
Global Services
Voice Digital 4 kbps Voice
Standard IP FB250: Up to 150 kbps
FB500: Up to 432 kbps
SMS Up to 160 characters (3G standard)
FAX Group 3 (via 3.1KHz Audio)
Airtime Service Inmarsat airtime

Frequency Band

Rx 1518.0 MHz - 1559.0 MHz

Tx 1626.5 MHz - 1675.0 MHz

Ch. Width [Rx] 10.5 - 189 kHz, [Tx] 21 - 189 kHz
Power Supply and Consumption

DC Input Range 10 - 32V DC (isolated)

Power (max) 150W @ 10-32V (including antenna)
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Warranty

This product is warranted by Intellian Technologies Inc., to be free from defects in
materials and workmanship for a period of Three (3) YEARS on parts and ONE (1)
YEAR on labor performed at Intellian Technologies, Inc. service center from the
purchased date of the product.

Intellian Technologies, Inc. warranty does not apply to product that has been
damaged and subjected to accident, abuse, mis-use, non-authorized modification,
incorrect and/ or non-authorized service, or to a product on which the serial number
has been altered, mutilated or removed.

It is required to present a copy of the purchase receipt issued by the re seller. that
indicates the date of purchase for after-sales service under the warranty period. In
case of failure to present the purchase receipt, the warranty period will begin 30
days after the manufacturing production date of the product purchased.

Any product which is proven to be defective in materials or workmanship, Intellian
Technologies, Inc. will (at its sole option) repair or replace during the warranty
period in accordance with this warranty. All products returned to Intellian
Technologies, Inc. under the warranty period must be accompanied by a return
material authorization (RMA) number issued by the dealer/distributor from Intellian
Technologies, Inc. and a copy of the purchase receipt as a proof of purchased
date, prior to shipment. Alternatively, you may bring the product to an authorized
Intellian Technologies, Inc. dealer/distributor for repair.
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